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Protecting Generation Web
Educational establishments have always faced unique challenges when it comes to
protecting children whilst simultaneously giving them the tools and resources to develop
their full potential. Today’s head teachers and school management boards are responsible
for the safety and security not only of students, but also for personal data and IT systems.
As technology has evolved to introduce new learning tools and resources, it is increasingly
used by educational organisations to liaise with local and state government agencies such
as social services, health and safety and a broad range of other regulatory bodies.
From data privacy to personal safety issues, cyber-bullying, inappropriate content and
malware, schools are facing an increasingly difficult task when it comes to allowing young
people to spread their online wings without compromising their safety and personal
development. As school budgets feel the pinch of the global economic crisis, educators are
forced to be more resourceful than ever; many access online technologies and materials
that are often free (or at least affordable). Blocking or severely restricting web access limits
your capacity to get the most out of the available resources.

Wired in but not clued up
Research undertaken by UK law
firm Speechly Bircham in 2011
found that, of over 4,000 young
people questioned, 88 per cent of
secondary school and 39 per cent
of primary school children have a
profile on a social networking
site. 60 per cent of these had not
read a privacy policy, 32 per cent
didn’t know what a privacy policy
is and 23 per cent said they
wouldn’t know where to find one.

The irony for many educational establishments is that their young charges often know more
about the technologies and their potential than the adults in their lives. To many young
minds, rules are made to be broken; an always-on generation that takes social media and
other online sharing services for granted will always look for ways to circumvent rules
designed to restrict their access to these technologies in the classroom. Add to the mix the
reality that most schools are catering to the needs of mixed age groups and abilities, and
it’s easy to understand why a simple stop and block approach won’t work.
Learning environments are, by nature, flexible. It stands to reason that the IT resources
used in them should be flexible too.

Education 2.0
The use of web 2.0 and other social media tools has extended educational reach beyond
the classroom, allowing teachers and students to learn, share, create and interact with
information in new ways. According to Pew Internet research, the Internet and social
media technologies have, among other things, facilitated peer-to-peer learning, elevated
self-guided learning, created new access points to knowledge and altered learning venues
and expectations.
Clearswift’s SECURE Web and Email Gateways allow educators to get the best out of online
collaboration tools and resources without compromising on the security of their school’s
networks or the safety and privacy of their students. Flexible policy engines allow those
charged with overseeing IT requirements to work with educators and students to set
flexible, age-appropriate parameters within which communications technologies can be
safely used, whether it’s placing limits on the use of distracting sites or preventing sensitive
or hurtful information from being distributed on social media sites.
Clearswift’s technology secures the social media experience, enabling the productive use
of web applications without exposing the organisation or users to the risk of data loss,
malware, inappropriate content or online bullying – because it knows the difference
between an innocent Tweet and potentially damaging content or behaviour. Context-aware
scanning and policies mean all users can be prevented from up/downloading sensitive or
potentially illegal data while continuing to allow the sharing of positive, productive
material. For example, you might want 15 year old history students to be able to access
specific educational content on YouTube between 10.30-11.30am while blocking access for
everyone else. No problem. Similarly, policies can be set to allow only certain kinds of
YouTube content to be viewed by anyone at any time.

The YouTube site can be accessed and searched but only authorised videos can be viewed.

95 per cent of American
12-17 year olds are online and
80 per cent of them use social
media sites such as Facebook
and Twitter, compared to
55 per cent five years ago.

This granularity allows schools to set different access permissions for individual users,
be they teachers, administrators or students. Clearswift’s technology offers pre-defined,
out-of-the-box policies for the most popular social media sites (Facebook, YouTube,
Twitter), while making it easy for administrators to configure further policies to suit
specific school requirements.

- Pew Internet Research Center.

The social web is dynamic, so it won’t come as any surprise to find that so too are the
attacks that hackers launch through it. Javascript, Flash and other script-based malware
can lie buried in harmless-looking applications, just waiting for an innocent click to open
the back door to your school.

Real time, dynamic protection

Clearswift’s technology moves beyond simple URL filtering with real-time scanning to
monitor sites like Facebook for threats that might ordinarily slip through the cracks.
Multi-layer malware control keeps viruses and malicious code off the network, while filters
ensure that anything you deem inappropriate is kept out – e.g. adult content, violence,
gambling, bandwidth-intensive games or phishing sites.

Allow or deny access to things like Facebook Chat, applications, status updates, file uploads/downloads.

Blocking proxy servers and anonymizers
Students are notorious for finding ways to work around blocking policies. Anonymizers and
remote proxy sites are regularly used by students seeking to access or share inappropriate
content in contravention of school policies. In 2009, the BBC reported asking a classroom
full of children if they had heard of proxy servers. Every hand in the room went up.
One student claimed that ‘everyone’ knew at least four proxies and shared them about,
resulting in a game of cat-and-mouse between school IT managers and children as they
move from one blocked anonymizer to another.
Apart from the obvious problems associated with the risk of students accessing and sharing
inappropriate content, proxy servers often serve up malware and other malicious software.
Many of the sites invite users to install ‘software’ that is really a Trojan, keylogger or other
malware that helps criminals to gather sensitive data such as passwords and login details on
school systems.
Clearswift’s Web Gateway includes a category for real-time anonymizers but given the daily
proliferation of new sites of this nature, an extra layer of protection is added in the form of
a real-time categorisation engine that’s trained to respond based on the characteristics of
proxy sites, focusing on phraseology as opposed to key words. This engine is capable of
filtering and blocking these pages in the same way that the Web Gateway can also block
pornography, violence or other inappropriate content.

The Web Gateway categorises and detects proxy sites/anonymizers in real time. It also scans for, and blocks, adult or other
inappropriate content.

Look both ways: Content Inspection
It’s not just the data going into your school that needs to be monitored, data leaving the
networks can also represent a threat to student and organisational security. Clearswift’s
Gateways are built on the MIMEsweeper engine, which is responsible for data recognition,
deconstruction and checking. Using a process called recursive disassembly, the technology
examines complex data formats, analysing content for potential threats. During this
process, the Gateway breaks down email or web content and messages, drilling down up to
50 layers of compressed or embedded body content, ensuring complete analysis of data.

The Web and Email Gateways use true binary-type file identification with full recursive
decomposition analysis to ensure that no malware or other inappropriate content is hidden
within files. The engine recognises files using strict file type checking to make sure files
aren’t being re-named in an attempt to bypass filters. This includes strict inspection of the
structural nature of the data, ensuring that files haven’t been manipulated or hijacked to
insert dangerous or sensitive data.
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Bi-directional content inspection examines all data entering and leaving the organisation.

Document types such as Microsoft Office, archiving, streaming media and hundreds of other
common file types can be analysed by source, type and bandwidth consumption; file
blocking using ‘true type’ recognition and keyword analysis using customer and supplied
dictionaries is also permitted. The Clearswift content inspection engines will detect
executables embedded within documents or other file formats, protecting the school
network from users unwittingly unleashing spyware or other malware onto organisational
networks, while analysing file contents to ensure that sensitive student or school
information isn’t surreptitiously sent over the network.

Real-time scanning applies your rules defining what kind of content is acceptable or needs to be blocked.

Combating cyber bullying
The rise in social media use in educational establishments hasn’t just increased the risk of
data loss or malware, it has, unfortunately, also become a vehicle for anti-social behaviour
and bullying. Over recent years, many schools have had to deal with the fallout of email
and web technologies being used to harass and intimidate students and teachers.
Cyberbullies have used school and home networks to post malicious, hurtful videos, images
or other content, often anonymously. In the UK, the Association of Teachers and Lecturers
(ATL) found that, in 2009, 64 per cent of secondary/high school teachers knew a child that
had been subjected to cyberbullying; 15 per cent of teachers reported being victims of the
behaviour themselves.
The UK’s Cyberbullying Taskforce has pointed to social media sites and email as key
channels over which harmful information is disseminated. In one of its guideline
documents1, the Taskforce points to the role of email in bullying, and how the forwarding
of images or other hurtful content can transform students who would ordinarily be
bystanders into unintentional perpetrators.
While the proliferation of smart devices and home networks makes it virtually
impossible to eliminate those determined to cause harm, tight application of policy to
the school’s acceptable use policies (AUP), content inspection and image inspection/
blocking can help mitigate the chances of cyberbullying taking place on the school
network. By monitoring web and email traffic for signs of bullying, educators can be
proactive about reducing the risks.
In addition to filtering and taking appropriate action based around pornographic,
derogatory, racist or other inappropriate language, Clearswift’s ImageLogic technology
provides and additional layer of security by blocking the exchange of inappropriate images
via email. Schools can use this image inspection technology to flag or prevent specific
kinds of images from being exchanged.

Images classified using ImageLogic are guaranteed to be detected as acceptable/unacceptable.

Guarding against inbound threats
Clearswift’s Unified Information Security (UIS) adds robustness to network defences via
high-quality, zero-day malware, anti-virus and anti-spam capabilities. These work alongside
the content inspection engines to prevent suspicious content and spyware from entering
the network, while continuing to inspect data that’s flowing out.
Zero hour anti-malware filters offer early detection against new, undiscovered malware
based on ‘honeypot’ activity. This works in tandem with the content inspection engines,
examining message attachments and web-based content, among other things, to ensure no
data enters the network unchallenged. Once flagged, content is analysed against user
policy and automatically dealt with accordingly. A global reputation network detects and
rejects 80-90 per cent of all spam traffic before it ever reaches the gateway, saving time,
bandwidth and administration costs.

1

Safe to Learn: Embedding Anti-Bullying Work in Schools

Encryption made easy
While the specifics vary from country to country, most governments now insist on proactive
sensitive data protection policies, regardless of the nature of the organisation. Schools face
unique challenges when it comes to the accumulation and exchange of highly sensitive
student data – from the basics of date of birth and address through to significantly more
sensitive data arising from liaising with social services, child protection or special needs
agencies. In many jurisdictions, personal data is required by law to be encrypted; at the
very least, it is considered best practice when it comes to handling sensitive data.
Flexible policy can be used to control not only the flow of email through the school, but
also to decide whether (and when) messages and their attachments should be encrypted
using industry standard protocols. Clearswift’s SECURE Email Gateway with integrated
encryption technologies enables users to communicate freely while guarding against
sensitive data loss. Encryption and decryption are performed automatically and centrally,
within flexible policy parameters, without the need for user interaction, significantly
reducing the role of end-user error in data leakage.
The SECURE Email Gateway has built-in routines allowing users to define automated
parameters that will trigger encryption; data is subjected to deep content analysis before
the decision to encrypt is made regardless of whether or not the end user selects that
option. Clearswift’s encryption technology is user and function appropriate and comes in a
number of industry standard formats: S/MIME, Transport Layer Security (TLS), PGP and ad
hoc password protection, including AES (Advanced Encryption System) as well as Portal
Based Encryption.

Clearswift’s Encryption Technologies: Key features
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One step ahead
Information security and the new challenges brought by the social web are real, significant
issues across all sectors. The difficulty for educational establishments lies in striking the
correct balance between duty of care obligations and the need to get the most out of
online resources. In a rapidly evolving threat landscape, many smaller or resource-strapped
schools battle to keep pace with these changes; economic realities often dictate that those
charged with the smooth running of educational IT are focused on day-to-day firefighting
and unable to address information security issues on an ongoing basis.
Clearswift’s Unified Information Security approach simplifies solutions and reduces the IT
admin burden, freeing up more time to focus on proactive vigilance. By customising content
filtering to specific user needs, educators can ensure that channels of communication
remain open where appropriate, while shielding students from online dangers and
maintaining their privacy.
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