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Identifying the roadblocks

By Jim Damoulakis

When IT managers assert that “our goal is to get rid of tape” they probably have
not fully investigated the issue or considered all of the factors necessary to truly
eliminate tape from their environments.
While eliminating tape is technically feasible, there are several roadblocks to be
aware of, all of them economic.
First is the calculated cost of enough disk storage to eliminate tape. Serial ATA disks
are certainly cheap and getting cheaper, but backup data typically requires six to 10
times the storage of primary data. Can you afford to buy and operate -- meaning
house, power, cool and manage -- this additional storage? By the way, don’t forget to
factor in data growth as well.
Next, unless you are seriously re-architecting your backup environment, the most
likely approach to tape elimination is via a virtual tape library. This means an
additional premium for the VTL functionality beyond simply the cost of a storage
array. With or without a VTL, there may also be additional software licensing fees to
integrate or effectively leverage the disk-based system with your backup software.
Finally, there is the issue of off-site data. You will never get rid of tape unless you are
replicating all your data in some way, shape or form to a disaster recovery site. Don’t
forget about archival data, too.
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Managing storage costs
Inside one CIO’s storage nightmare

By Thomas Wailgum

Kindred Healthcare’s infrastructure and storage costs sit high atop of CIO Rick
Chapman’s agenda and his executive committee. As wave after wave of new data
flows in—electronic patient records, emails, insurance and billing files, and
government-mandated documentation—Chapman feels the squeeze on the overall
cost and performance of his IT operations, he said.
“What used to be a mundane technology component and what the executive
committee or the board wouldn’t have cared much about and would have trusted to
me and my subordinates, now we have to be more transparent, and be able to defend
the purchases and the cost structure of the infrastructure,” Chapman said.
“That used to not be the case,” he said. “But now I have to make sure we’re as cost
effective and still able to provide the business service reliability for the company.”
Chapman is no small-time CIO, nor is he one of those CIOs more comfortable in
the back room than in the boardroom. He is not only the CIO of Kindred Healthcare
but is also the organisation’s chief administration officer, and he sits on the executive
committee. He has worked in top IT spots at healthcare giants Columbia HCA and
Humana in the past.
So Chapman knows the complexities of healthcare from both the business and IT
sides, and what he sees on the IT side of late leaves him in awe. “We’re growing [data
volumes] by 40 per cent a year, and now we have over 400 terabytes,” Chapman said.
“We’ve seen exponential growth, and it keeps pressure on the storage platforms.”
As a result, he vowed to eliminate traditional tape backup systems entirely.

Tales of the tape
One critical piece of this unwieldy storage puzzle is that Kindred Healthcare needs
fast and easy access to backup, archiving and disaster recovery systems. For example,
the organisation often receives subpoenas to provide “select emails from executives
who were having conversations about a certain topic during a certain time period,”
Chapman said. “All of this is kind of recent, and all this has ratcheted up in the last
five years as more [legal and government] attention has come to this industry.”
Kindred healthcare has historically relied upon tape backup systems and massive,
centralised data libraries for archiving and recovery. Tape, however, has its limits, as
storage volume grows. In turn, the nightly batch processes, or once-a-day backup,
are nearly impossible. “It takes more time to back up and recover than we have time
available in the data centre overnight,” Chapman said.

pg 5

Concerns regarding tape’s limitations are widespread among healthcare CIOs. John
Halamka, the CIO of Beth Israel Deaconess Medical Center (BIDMC) and Harvard
Medical School, wrote on his blog: “Tape backup, which has been in use at BIDMC
for decades, suffers from a variety of problems. Tape backups are time-consuming.
Tapes are fragile and require physical security when transported. The time required
to retrieve and recover from tape stresses our service availability objectives.”
Both Halamka and Chapman have moved to new storage technologies to help solve
their tape problems. “It’s a matter of survival,” Chapman said.
Kindred Healthcare has implemented virtual tape library, or VTL, technology,
which is an appliance that uses data storage virtualisation technology to improve
compression on disks. A key facet of VTL is data deduplication, an approach that
reduces a big portion of redundant data that can hog disk space and provides quicker
access to data, as compared to tape. For example, each time a document is backed
up, only the changes that a user makes to that document are saved—not the entire
document or copies of the document.
VTL technology, Chapman said, is proving to be more cost-effective for Kindred
than storage area network (SAN) services from big providers such as EMC. “[VTL]
is low-profit stuff,” he said, “and they want you to stay on their high-profit-margin
storage devices.”
Chapman is using VTL technology from vendor Sepaton, and Halamka is rolling out
similar technology from Data Domain, which he described in his blog. Both of them
planned to rid their organisations’ reliance on tape.

Re-purposing storage dollars
“Doing more with less” has become a familiar refrain for almost every business
today, but this is especially true for healthcare.
At Kindred Healthcare, Chapman said he’s on a mission to “fund more business
initiatives out of reducing the base IT infrastructure costs.”
“We can find money out of our existing spend to fund more work on frontline
business initiatives, like application development,” he said. This newfound agility, as
he calls it, will give IT more credibility and help grow the business.
One example: Chapman is taking the wealth of historical data that Kindred
Healthcare maintains (such as patient, billing and financial information) and
providing it to his users for business analysis. Powerful data warehouse analytic tools
“allow people to scan this massive data and convert it into actionable information to
deal with a business issue,” Chapman said. “That’s been how we literally pay for what
we have to spend on storage, because there’s big value in that.”
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Dealing with storage and
backup issues
Salvos overhaul storage and backup infrastructure

By Chloe Herrick

With the growth of critical data rapidly increasing, the Salvation Army’s Southern
Territory arm was running out of “prime real estate” in its storage area, according to
its IT manager, Larry Reed.
The not-for-profit organisation, which encompasses the Northern Territory, South
Australia, Tasmania, Western Australia and Tasmania, has 4910 employees and
about 9000 volunteers. The IT team operates 3500 computers over the organisation’s
private wide area network, and its data centre is located in Blackburn near
Melbourne where its head office is based.
Back in 2009, the organisation was suffering at the hands of both unstructured
and structured data from Microsoft SQL databases, IBM Lotus Noted email and
collaboration software and client records, case notes and payroll which its ageing
EMC Clariion CX300 could no longer handle.
After spending six months looking closely at Dell’s Equal Logic PS storage system,
Reed said a consideration of standing investment in EMC technology resulted in a
change of direction.
“We’re a Dell shop and we looked at the EqualLogic as a potential solution. In fact,
we were pretty much going to go down that track but we ended up looking at our
investment in the EMC equipment,” he said.
“The fact that we had all the fibre channel switches and all the infrastructure in place
and we got a very good price from EMC changed our mind.
“We had experience with it and it was a known technology that we had used and had
no problems with previously, so it was a safe bet.”
The implementation of two CX4-120 network storage systems in late 2010 was
initially to use one in production and one for disaster recovery (DR), Reed said, but
demand soon meant that both were needed in production.
Hand-in-hand with the networked storage growth, were issues with the
organisation’s daily tape backups, which were running into business hours and
affecting the performance of servers.
“We were starting at 8pm and finishing at 11am or later the following day, and this
time was only set to increase,” he said. “With some backups running up to 16 hours,
we didn’t see a big future in expanding our use of tape.”
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Reed said the tape also compromised the ability to quickly retrieve backed-up
information as it was stored in an offsite storage facility where IT staff would have to
go to locate the information and restore it to production systems, often taking days
at a time. Most importantly, he said, was the archiving of information and being able
to retrieve that information quickly.
After close consideration of backup systems from various vendors, including
Commvault and Quantum, the organisation again opted for what was known —
implementing EMC’s Avamar for data deduplication, backup and recovery.
The interim period was tough, he said, with staff having to archive old emails on
their personal computer hard drives which could not be searched, meaning they
would be lost if the drive was corrupted.
“Our Territorial Commander wanted us to have an effective email archiving system,
and we wanted to expand or eliminate altogether the quotas on the organisation’s
3200 email accounts,” he said. “We also wanted to retrieve at will any email that had
come into or out of the organisation.”
The implementation of the Clariion CX4-120s in early 2011 and the Avamar system
later that year were done by the Salvation Army in conjunction with EMC and
implementation partner Thomas Duryea in parallel over a six-month period.
“Most of the implementation was done by Thomas Duryea and EMC providing the
specifications because there was a requirement to understand what we were backing
up, how much we were backing up and getting the capacity and scripting right,”
Reed said.
“The biggest issue we had was putting in the Avamar here [in Blackburn] and also
at the Bourke Street premises, where our 2 megabyte link wasn’t big enough so we
ended up upgrading to 10MB.”
The IT team can now complete nightly backups between 10pm and 6am, eliminating
performance problems and file lock-outs, and store 30 days’ worth of data.
“Coupled with the EMC CLARiiON CX4-120 systems, EMC Avamar has made
a considerable difference — we certainly don’t have people complaining about
performance,” he said.
“The organisation now only conducts one tape backup a week, and has eliminated
the administration and cost of copying data daily onto tape.
“We have cut out about 16 tapes a week, and we can restore data in minutes rather
than days.”
The entire project was in the order of about $220,000, Reed said, which was covered
by his annual IT budget and supported by the organisation.
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“The organisation recognises that IT enhances the running the organisation, we
couldn’t run it without the IT being involved.
“For any of these type projects, we put forward a business case which spells out what
we’re doing, why we’re doing it, and the rationale behind the expenditure and it all
came down to.
“We’ve got a duty of care to follow and consequently putting in a technology such as
the Avamar gives us that peace of mind that in the unfortunate event our data centre
is corrupted we have a complete replica at an offsite location.”
According to Reed, although the Avamar platform can have information restored
within half an hour or less, they have not eliminated tape completely. Instead, the
organisation keeps a weekly ‘tape out’ for archival storage.
He noted the importance of carrying out extensive planning to ensure the process is
documented and to ensure there is an understanding of current issues.
“Bring in a trusted partner who can analyse the current situation and can provide for
the recommended solution according to your requirements,” he said. “Do all the pre
planning that you can do possible because that will end up paying dividends in the
end result so you need to ensure that’s done.
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The transition to disk

Schiavello considers making a transition from
tape to disk

By Hamish Barwick

The Melbourne-based furniture manufacturer is considering a transition from
tape libraries to disk. Dittloff said that one of the trials it is running is backing up
data across a wide area network (WAN) to a disk repository in Tullamarine which
eliminates the tape backup on its other sites in Sydney, Canberra and Queensland.
“If we don’t have a local copy of the backup data on the remote site office we can’t do
a very quick restore because we have to restore across the WAN,” Dittloff said. “Our
goal is to eventually eliminate all of the tape backups in the remote offices.”
Dittloff said he expected the transition over to disk would take up to 18 months.
“The reason is that we need to do a lot of testing and make sure that we restore
quickly,” he said. “That might involve rolling out a small disk library to each state
that we back up to and then stream that back to Melbourne.”
The company has worked closely with backup vendor CommVault since 2007. “We
were using a small business product to back up the data to tape on each single site so
it was separate management,” he said. “One of the selection criteria for moving up to
an enterprise level product was centralised control and reporting so we could control
everything with one policy.”
He said this was a major time saver for the company and reduced cost of ownership.
“This year what we have been doing with CommVault is extending the relationship
to do virtual machine [VM] level backups and incremental restores out of those
backups,” he said.
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Online backups

National Pharmacies ditches tape for online backups

By Rodney Gedda

With 56 chemist stores spread across three states, National Pharmacies needed
to improve its manual backup process which relied on removable media like tape
and DVD.
National Pharmacies’ information systems manager Peter Skuse said each store has
two servers for a dispensing application and POS terminals and users had to change
tapes which led to problems.
“People didn’t realise when backups failed and it was also problematic for off-site
backups,” Skuse said.
Skuse wanted to remove human intervention from the backup process and perform
backups over the WAN.
To do online backups, National Pharmacies looked at data deduplication software
from the EMC-owned Avamar and conducted a pilot with services partner
Dimension Data.
Following a successful pilot in three sites the solutions was deployed to all stores
over a period of two months.
“Now users don’t need to worry about versions of tape software and it can all be
managed centrally,” Skuse said.
With an Avamar licence for up to 1TB of backups on the existing SAN, National
Pharmacies is only backing up one version of the files that change.
“The volume of data going back and forth stays much the same as it’s just different
data,” Skuse said, adding the volume doesn’t appear to be growing significantly.
“In some cases we only need to back up 1 per cent of what we would traditionally do.”
The backup window is only small at about 10 minutes for each store and they are
performed during the evening.
Most of National Pharmacies’ core applications are based on Oracle running on
Sun servers and it does have a few virtualised servers with VMware.
The company has used Oracle for about 15 years. It does a limited amount of
in-house development and has moved to some Web-based applications with .Net.
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The Cloud — will it provide
a viable long-term archiving
option to magnetic tape?

By Brian Bloom

Magnetic tape, one of the earliest forms of storage media for computer systems, has
persisted mostly due to its low cost and generally good reliability, depending on
who you talk to. A backup mainstay for many decades, it’s now used primarily for
archiving data. Its estimated 10- to 20-year lifespan (when treated nicely) makes it
ideal, at least in theory, for this purpose.
But as the cost of Cloud storage falls, the prospect of archiving in the Cloud has
become more feasible. It certainly beats out tape in a number of categories, speed
of access being the most obvious one. It also offers the same advantages inherent in
off-site storage.
Why, then, are many companies still stuck to tape?
Reason number one, said Rachel Dines, a senior analyst at Forrester Research Inc., is
that tape is still the cheapest way to go for long-term storage.
“There’s definitely a movement of people going to disk and the Cloud for archive.
The thing is that archive data needs to be stored for such a long period of time for
many companies that it’s just not cost-effective for long, long-term archive to be
going to the Cloud. It’s going to be fairly expensive.”
Cloud providers have attacked the reliability of tape, citing alarming statistics about
failure rates. Of these claims, Dines said she is “sceptical of a lot of them.”
“Yes, it’s true, because of the physical nature of the way tape works it can get
stretched out, if you don’t store it properly the data can get corrupted because the
physical surroundings are so important. I would argue that the issue is less with tape
and more with how people treat tape.
“If you put tape in the right environment and store it properly the data will last
for 20-plus years. If you take a tape and put it in the glove box of your car, the data
might not last a day.”
But Jeff Collier, president of Toronto-based Stage2Data Inc., disagreed. “It’s not
a distinction of where data is being stored,” he said, “whether it’s being stored in
pristine Iron Mountain conditions or it’s Recall, or at home, or in a glove box, it’s just
[related] to the tape and how the data is being written to that tape.”
“To hold more data on the same size cartridge, they’re becoming more dense. So,
essentially, the tracks are becoming thinner and thinner. The problem when you
start making the tracks thinner and thinner is that the integrity of those tapes gets
depreciated. And it doesn’t matter really how well you’ve kept those tapes.”
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“To hold more data on the same size cartridge, they’re becoming more dense. So,
essentially, the tracks are becoming thinner and thinner. The problem when you
start making the tracks thinner and thinner is that the integrity of those tapes gets
depreciated. And it doesn’t matter really how well you’ve kept those tapes.”
He also rejects the contention that tape is cheaper in the long run, given the myriad
problems he said can occur with humans handling them over the years.
Blaine Rigler, senior vice-president and general manager of data backup and
recovery at Iron Mountain Inc., a company that stores about 79 million tapes for
39,000 customer IDs, explained in an email message why he feels tape is a more
reliable medium than spinning disk.
“Bit error rates are considerably better for tape than disk, making tape a more
favourable option for applications requiring encryption and compression. Tape
media also has a much longer storage life than disk, eliminating the need to migrate
data to new media as frequently and reducing labour-intensive conversion costs.”
Once again, Collier vehemently disagreed. He says the fragility of tape should be a
key consideration when looking at its longevity over a decade or longer. “The Iron
Mountain guy bringing those tapes from point A to point B could possibly drop
that box. If you drop a tape from three feet now you can pretty much ensure that the
integrity of that tape is gone.
“If you do everything right and you get lucky, maybe 20 years down the road you
might be able to recover. The chances are of a person, us, human beings, doing
everything right? Slim to none.”
Dines said that, ultimately, certain types of business will find that their archives fit
into the Cloud better than others. “For companies that need to be constantly mining
their archives it does makes sense to keep it in an online format, either disk or
Cloud. Companies that just need to keep it around for compliance (and) hopefully
won’t ever have to touch it, tape, I think, is always going to be the best medium.”

