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Executive Summary
Traditional tape-based archival is under threat from
cloud storage services that act as an offsite archival
medium, facilitating integrated and seamless remote
disaster recovery sites.
Using the cloud as an archiving platform in
combination with sector-based, disk-to-disk backup
can deliver unified archival, real-time recovery, easier
automation, higher reliability and faster recoverability
– all at an affordable price point.
Tape has been the low-cost, long-timeframe
technology of choice for decades despite serious
issues which challenge its suitability as an archival
medium. Tape is often thought to be more stable
than disk storage because it can be easily removed
from the premises where the server is stored and
kept on a shelf until it is needed.
However, tape is susceptible to atmospheric
conditions and other factors which can cause it to
deteriorate, rendering it useless. Tape has always
been very slow to restore from, which blows
out recovery times during a crash with negative
consequences for business productivity.
And the physical involvement required in making
an archive to a tape, storing it, recalling it, and then
(hopefully) being able to restore from it, increases
the likelihood of errors and recovery failure.
The cloud provides all the advantages of disk-based
storage while still competing effectively on price.
Because the cloud is essentially remote disk-based
storage, it is much faster to find and restore exact
files or recover entire servers when combined with
sector-based, real-time recovery software.
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Sector based recovery solutions are particularly
well suited to cloud archiving because they transfer
only the sectors (the smallest unit of measure on
disks) that change. As a consequence, incremental
backups can occur as frequently as every 15
minutes and are typically very small, enabling them
to be sent over a standard ADSL2+ connection,
and making it feasible for all sizes of companies
to leverage the cloud as an archival and disaster
recovery location for files and servers.
Testing is a critical issue for archived backups. Some
technologies can automate the testing of local
backups and the archives stored in the cloud, which
is a key weakness of tape. The ease and speed of
testing archives stored in the cloud bolsters its
reliability as an archive platform.
The cloud is very flexible and can easily replicate
archived backups to other cloud providers for greater
redundancy. Cloud archival should be used with
encrypted backups to increase security of information.
Typically there are two major types of cloud archival
and recovery solutions available. Some require the
same (or similar) infrastructure at both ends – which
is typically cost prohibitive; while newer real-time
recovery based solutions can pre-stage the recovery
into ‘open’ virtual machines that can be finalised and
spun up as full working servers in minutes as and
when required, greatly reducing the cost of the cloud
based recovery environment.
Some industries and government departments may
need to conform to regulations regarding the storage
of data. In these cases, cloud archiving is only an
option when the data is stored locally in Australian
data centres to adhere to local data sovereignty laws.
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Review of archiving technology to date
Attitudes towards archival mediums have been slow
to change. The longevity of magnetic tape for backup
and archive is testimony to the glacial evolution of
long-term data protection.
But tape has been fighting a slow retreat in the face of
newer methods built around cheaper disk storage when
combined with next generation, advanced real-time
recovery based software which have made it (tape) less
appealing for backup and recovery. In fact, it’s under
real threat of extinction. Even as an archive medium it is
rapidly becoming less appealing as businesses demand
fast, more reliable and more cost effective recoverability
of their data, databases and even complete systems
locally, remotely and in the cloud.
For many years tape was easier than disk to transport
off-site for archival because the size of backup files

was too large to transmit using public or dedicated
lines. However, sector-based real-time recovery
solutions eliminate backup windows and reduce the
size of backup files to a fraction of traditional methods.
Consequently, sector-based backups can be stored
on cloud-based disk storage for off-site archive and
remote disaster recovery rather than tape.
Tape’s greatest advantage - its low cost - has
gradually been offset by the advantages of faster
recovery times, greater reliability and easier-to-use
interfaces. These benefits add up to longer uptime
and higher productivity for businesses and a better
total cost of ownership.
The cloud provides many of the advantages of diskbased storage while still competing effectively on
price and providing off-site redundancy to on-site,
sector-based disk backups.

Cost, Complexity & Compliance – Tape Versus Cloud
Reducing costs, reducing complexity and adhering
to industry and corporate compliance are major
concerns for most organisations today. Many backup
and recovery options attempt to cobble multiple
older products and technologies together in an
attempt to meet a customer’s requirements. Bestpractice solutions combine the real-time recovery of
sector based disk-to-disk backups with the flexibility
and low-maintenance archiving with cloud storage.

Cost
Magnetic tape has always been attractive due to its
low price per unit. But although the cost per gigabyte
of magnetic tape is lower than cloud storage, the
additional costs of tape drives, tape libraries and
ongoing maintenance on the one hand, and the
plunging cost of disk storage and automated real-time
recovery solutions on the other, has narrowed the gap.
Cloud archival also wins in a comparison for off-site
disaster recovery. Tapes require physical handling from
the company’s data centre to the storage unit, where
they need to be tagged, logged, stored and (hopefully)
recovered. The cost of manual practices adds a large
overhead to the low cost of the tape medium.

The lower speed of transferring data from hard drives
to archive tapes has extended the time it takes to
backup, creating backup windows that can extend
into working hours and impact the performance
of computers, servers and networks used by
employees.
The speed of recovery using tape is a real issue when it
comes to servers. A server restore requires installing
the server operating system, installing applications
and their service packs, security updates, installing
the backup software and finally restoring the data
that was lost. If it took 12 hours to backup, it will
take an additional 12 hours to restore it.
Lengthy restore times are pushing businesses to
reassess their backup systems. By 2016, one-third
of organizations will change backup vendors due to
frustration over cost, complexity and/or capability,
says global IT analyst firm Gartner.1

Complexity

Sector based, disk-to-disk backups have displaced
tape as the preferred method for real-time recovery
of information due to higher disk-to-disk speeds
and reliability. Additional features such as password
protection, encryption, image encapsulation, splitting
and combining images are delivered as standard
features in disk-to-disk backups.

Unlike disk, tape is a serial technology. To restore
from tape one must first have to find the tape, load
it, catalogue it and then finally restore the file, folder
or the entire data volume.

By 2015, at least 25% of large enterprises will have
given up on conventional backup/recovery software,
and will employ snapshot and replication techniques
instead, Gartner says.2
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% of large enterprises moving to snapshot/
replication from backup/recovery by 2015
Moving
to can
snapshot
and replication
Cloud
storage
offer much
faster recovery times
for files and servers which reduces the amount of
Remaining
backup/recovery:
downtime.
Whenon
a server
goes down, your business is
not
as
productive;
or
even
worse,
you are losing money
Source: Magic Quadrant for Enterprise Backup/Recovery Software, 11 June 2012, Gartner.
or your reputation is starting to suffer as everyone who
relies on that server is unable to perform their work.
% of large enterprises changing backup vendors by 2016

Then there’s the ease of testing. With tape-based
backup, how can you know with 100% confidence
that the entire data volume or database has been
correctly backed up? The only way is by doing a
complete restore but this is impractical for most
organisations to carry out on a daily, weekly or even
monthly basis. Therefore this puts the recoverability
of data at serious risk.
The major issue associated with verifying tape-based
backup products is the time it takes to move data
from production systems to a backup server and
then on to a tape device, which creates the issue of
backup windows.

Moving to snapshot and replication
Remaining on backup/recovery:

All data written to tape needs to be checked and
verified to help ensure its integrity, although there
are few easy ways of doing so given its constraints
as a serial medium. Your recoverability is only as
% Change
of large enterprises
changing backup vendors by 2016
vendor
good as your last TESTED backup.
Retain vendor
While cloud storage lacks the high bandwidth of a local
disk drive, it is strongly suited as an archival platform
Source: Magic Quadrant for Enterprise Backup/Recovery Software, 11 June 2012, Gartner.
for sector based real-time recovery solutions. It is
much easier to set up replication using cloud storage
Compliance
to another cloud provider, and automatically check
for errors, viruses and corruptions in the process to
All backups should be checked to verify their identity
% of large
for recovery
help ensure the archived backup will be able to be
and enterprises
integrity. A eliminating
backup is tape
useless
– and even
restored.
dangerous – if it can’t restore the information it is
supposed to have backed up.
Due to advanced real time recovery capabilities, data
Change vendor
loss is typically limited to 15 minutes, compared to a
Tape is a relatively fragile medium with no easy way
By 2011
whole day of data loss as with traditional tape based
to confirm
its
integrity.
Tape
is
vulnerable
to
extreme
Retain vendor
backup products.
temperatures, humidity and electromagnetism. As a
Source: Magic
Quadrant
for Enterprise
Backup/Recovery
Software,
11 June
Gartner.
result
there
is a trend
away
from using
tape
for2012,
backup.
By the end of 2016, at least 45% of large enterprises,
up from 22% at year-end 2011, will have eliminated
tape for operational recovery, says Gartner. 3
By 2016
Source: Magic Quadrant for Enterprise Backup/Recovery Software, 11 June 2012, Gartner.
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Which organisations are suited to cloud versus tape archive?
Companies of all sizes are suited to cloud archiving
versus tape. Storing archived backups in the cloud
can be easily automated which reduces the potential
for human error through mishandling tapes, corrupted
tape and excessive backup windows.
Cloud archiving is now possible with sector-based
backups, which are highly efficient because they
backup only the sectors that change on disk. Once
a sector has been backed up, it will never be backed

up again unless it changes – this in contrast to file
or block based products that require expensive data
de-duplication products that attempt to reduce data
sent over the network.
Larger international companies, heavily regulated
industries and government institutions may face
some restrictions over their choice of cloud service
provider due to data sovereignty laws.

Three steps to prepare for cloud archiving
1. Select a good sector based real-time
recovery product for local backups.
An archived backup is useful only if the original
backup is recoverable. Today, fourth generation realtime recovery is widely accepted as the fastest and
most reliable approach for companies wanting local
file recovery and server recovery.
A good real-time recovery solution will protect data
and databases such as Exchange, SQL, SharePoint
and Oracle without additional software agents. The
backups should occur as often as every 15 minutes
for any size server, and eliminate backup windows
and their associated problems.
You should be able to restore the entire physical or
virtual server including data, databases, and so forth
to full production regardless of size or complexity in
typically less than 5 minutes to eliminate downtime
and business disruption. File recoveries should be
granular and take less than 30 seconds to restore
single files.
Self-healing incremental recovery should be included to
help ensure a broken incremental chain is automatically
repaired. Self-healing technology is now considered
critical for real-time recovery technology.
Today’s businesses are using a mix of physical, virtual
and cloud servers to run their applications. A backup
solution with a single user interface across the three
categories of server will be easier to manage and
reduce costs.

Why the cloud is killing off the archival tape library

2. Implement and test real-time recovery.
The most important aspect of data protection is not the
backup process itself but the ability to recover the data
as quickly as possible. You should be able to quickly
and non-intrusively perform full recoverability testing of
your backups daily, or worst case at least every week.
Ideally, testing should be automated and not require
any additional resources.

3. M
 igrate to cloud-based archival
solutions.
Once the local backup procedure has been established
and recoverability tested, an organisation should set
up a robust method for archiving to a cloud provider.
Initial backups, which can be very large, can be sent
on hard drives to the cloud storage provider to avoid
consuming high amounts of bandwidth. Once the
base (or full) backup is located at the remote site,
only the small incremental files should be sent over
local area networks (LANs), wide area networks
(WANs) or the internet to provide offsite archival and
disaster recovery of production servers.
Replicated files should be encrypted for greater
security before they are transmitted to the cloud
storage provider. Organisations can protect against
the failure of the cloud provider’s data centre by
replicating the archives to another location or a
second (or third) cloud provider.
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Disaster recovery in the cloud
One of the biggest differences between tape and
cloud is that cloud archival can function not just
as a storage location but as a remote disasterrecovery site.
Some backup products require a replica of the
production site at the remote site which increases

the costs, complexity and management. True
real-time recovery solutions should leverage thin
provisioning in the cloud. In the event of a disaster
the thin provisioned servers are spun up into full
production servers, delivering an exceptionally
affordable and reliable disaster recovery solution.

Conclusion
In a back-to-back comparison, cloud archival is a much
preferred technology to tape. The wave of adoption
still has a way to go but will increase rapidly over time.

It may take time for organisations to feel comfortable
about using the cloud as storage. But once business
see the benefits of reduced costs and the improved
recoverability capabilities, the transition from tape to
cloud will become inevitable. It is the way of the future.

Recommendation
StorageCraft ShadowProtect®
(www.storagecraft.com.au) is the recognised world
leader in real-time recovery technology. WatchDog
Software (www.watchdogsoftware.com.au) is
the leader in daily automated recovery testing
technology (DART) for StorageCraft ShadowProtect.
By utilising these two core technologies companies can:
•
•
•
•
•

Eliminate backup windows for physical, virtual
and cloud based servers
Restore servers in minutes
Recover files in seconds
Automatically test the recoverability of backups
Eliminate cost & complexity from backup,
recovery, archival and cloud disaster recovery
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