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The rise of
consumerization is
reshaping how IT
manages business
services
It has become
increasingly
commonplace for
enterprises to see their
IT strategies shaped not
by internal mandates, but rather, the rapid
influx of consumer technologies and services,
including mobile applications, smartphones,
tablets and social networking capabilities.
This “consumerization of IT” represents a
new wave of technology adoption – one
that significantly blurs the lines between
business and personal domains. Convergent
communications and information
technologies have presented unprecedented
opportunities to create innovative services
around customers. As a result employees,
who are also consumers, have become
accustomed to better tools and facilities in
their personal lives and have heightened
expectations based on those experiences.

Although the consumerization of IT is
characterized by people bringing their own
personal devices to work and the growing
demand for social media access, it actually
has far more to do with time and productivity.
What knowledge workers actually crave is
the capability to work smarter, collaborate
better, and be more productive anywhere
and anytime. The consumerisation of IT is
a direct result of knowledge workers taking
the initiative to fix a perceived inability of
corporate IT to consistently meet these
evolving productivity needs.

The Agility Imperative
From a business perspective, this trend
signals an era of immense opportunity.
With the ability to optimize applications
for mobile devices, deliver services in the
cloud and leverage social media to connect
with existing customers and identify new
ones, enterprises seem poised to turn
consumer-driven IT into a distinct advantage.
Clearly the underlying drivers and attitudes
touched upon earlier can be significantly
advantageous to organisations if actively
tapped. Organisations need to cultivate the

underlying desire of knowledge workers to be as productive as they
can be - unencumbered by systemic challenges or imperfections. This
agility is essential to retain talent and maintain competitive advantage.
For the IT organizations tasked with enabling and supporting these
new business goals, the phenomenon represents something else
entirely. As employees and customers become more familiar and
comfortable with advanced technologies, they have dramatically
increased expectations that information, applications and productivity
resources can be effortlessly leveraged to work smarter, effectively
collaborate and deliver better results – anywhere, anytime. The
culture of immediacy borne out of these requirements puts immense
pressure on IT professionals, as they must now integrate and manage
more components than ever before. The question is: how can IT
eliminate, minimize or mitigate the effects of the systemic challenges
and imperfections inherent in highly complex IT environments?
IT must also unify existing assets – many of which are generations
old or of varying vintages – with new technologies in order to enable
information to move seamlessly between platforms and business
users, customers, suppliers and partners. This results in a hypercomplex environment that makes it nearly impossible to use outdated
paradigms and methods to monitor, manage, optimize and secure
critical business services.
Adding to this complexity is the seemingly endless ubiquity of smart
mobile devices and web-enabled tablets, which, by untethering both
knowledge workers and consumers from the traditional means of
accessing IT services, has created new dependencies and heightened
quality of service demands. Because a tablet or smartphone
essentially acts as a terminal connecting to a dedicated application, the
accessibility of any service is only as strong as the link between access
point and underlying application infrastructure – and any degradation
on the back end will directly affect the user’s experience.

Finally, despite years of resistance, enterprises now feel compelled
to embrace social media and allow employees to use Facebook,
Twitter, LinkedIn and the like as a means of collaborating, connecting
with prospects and extending brand equity. However, many IT
infrastructures do not have the appropriate network capacity and
bandwidth to support continuous access to these sites, leading to
a diminished user experience and tempering the benefits social
networking can bring to the business.
There is a body of evidence which points to a degree of uncertainty
within many IT organisations about how to react to the unfamiliar
pressures of the consumerisation of IT. At a recent roundtable
hosted by CIO Magazine and CA Technologies many expressed the
view that when it comes to internal services the role of the CIO is to
“manage the expectations of the user”, which could suggest that it
needs to be communicated to the workforce not to expect too much
from the enterprise.

Free at last, Free at last
The reality is that much of the workforce has already unplugged
itself – and senior executives are leading by example. Clearly, the
rise of the consumerization is forcing IT to exist in a service-oriented
world where success requires listening to and understanding
knowledge worker preferences, anticipating their needs and placing
a high priority on satisfaction. IT can seize the initiative by embracing
this fact and using it to actively reshape work facilitation to enable
organizational agility to drive unprecedented productivity gains.
A handful of global organisations are already unleashing the full
potential of their human capital through immersive information
experiences, enhanced information sharing, and collaboration.
However as these organisations have relinquished control over end
user device choice they have also learned that they must gain far
greater insight and control across the increasingly complex IT service
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supply-chain to those devices to ensure quality of service. Achieving
these goals depends on the adoption of the right strategy and set
of methodologies and tools that can optimize service performance
and experiences across multiple channels and touch points to a
wide array of internal and external users – all in accordance with
organizational priorities, strategies and commitments.

Service assurance technologies are the key to capitalizing on
the consumerization of IT
Success in the world of consumer-driven IT requires a modern service
assurance solution that arms IT with the ability to proactively and
consistently meet – and exceed – user expectations, regardless of
the source or destination of a given business service. These tools
link end-user experience, transactions and applications, with their
underlying systems and network infrastructures, freeing IT to focus on
the reliable delivery of business services, anytime, anywhere.

By unifying APM, IM and service operations management
technologies, a successful service assurance implementation can
focus an IT staff on what the enterprise – and the new wave of IT
consumers – cares about most: business services. The technology
allows organizations to accurately assess and understand the
ways in which application, service and infrastructure components
must interact to address users’ needs in a timely manner. Plus,
service assurance solutions provide the agility required to anticipate
emerging trends and adapt services to the rapidly changing
sensibilities of a new breed of IT consumers.

Kobi Korsah
Director, Product Marketing Service Assurance, CA Technologies,
EMEA
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From the Gartner Files:

Ten Key Actions to Reduce IT
Infrastructure and Operations Costs
Although most IT organizations are now in
their second or third round of infrastructure
and operations (I&O) cost-cutting initiatives,
pressure remains intense to further reduce
these costs. This research outlines the key
actions that we believe will best enable you
to continue to reduce I&O costs substantially.

Key Findings
• Although I&O demand growth has
returned to near prerecession levels, I&O
budgets have not and aren’t expected
to anytime soon. Hence, the pressure to
reduce I&O costs will remain intense.
• When it comes to I&O cost reduction,
there is no “magic bullet;” rather, best
results can be achieved by implementing
as fully as possible the 10 key cost
reduction actions we identify here. (For
most clients, re-examining networking
costs, consolidating and virtualizing I&O
will have the largest percentage cost
reductions.)
• Due principally to priority conflicts and
resource constraints, few I&O leaders say
they have implemented 50% or more of
the total cost reduction opportunities these
10 key actions offer.
• Depending on where you are now, fully
implementing these 10 cost-cutting
suggestions can save you 10% or more in
the near term and 25% or more in the long
term.

Recommendations
• To optimize I&O costs, implement our 10
key cost structure reduction actions to the
fullest extent practicable over the next
three years.
• For clients that have substantially
completed these 10 actions, pursue the
next wave of cost reduction opportunities:
cloud computing, infrastructure
convergence, process automation,
unified communications and new client
architectures.
4

• Additionally, compare your costs with
those of your peers to ferret out other
opportunities.

opportunities we have to reduce this cost?
Can we lower expenditures in this element
to free up spending for another area?”

STRATEGIC PLANNING ASSUMPTION(S)

Gartner pioneered the total cost of
ownership (TCO) view of IT expenditures,
and TCO remains a significant tool in major
cost containment efforts. TCO provides
a consistent context and structure for
analyzing costs and the likely impact of
action taken to impact these costs.

By 2014, those enterprises that fully
implement our best practices will reduce their
annual I&O expenses by as much as 25%
more than those enterprises that do not.

ANALYSIS
I&O represents approximately 60% of total
IT spending worldwide. With IT budgets
remaining tight, it is no wonder that I&O costcutting pressure continues to be intense. In
October 2009, we published “10 Key Actions
to Reduce IT Infrastructure and Operations,” a
compendium of our research here. Given the
continuing high pressure to reduce I&O costs,
this report updates and replaces that earlier
work.

The Foundations of I&O Cost
Reduction
Figure 1 shows the high-level cost structure of
a typical enterprise IT department’s budget.
I&O is typically the largest part of enterprise
IT, and the data center typically comprises
the largest percentage of I&O costs. I&O
comprises hardware, software, facilities,
services and IT professionals that plan,
design, manage and operate the rest of I&O
— along with running business applications
on a production basis.

Understand Your Costs
Planners must examine costs in greater
detail than what is presented in Figure 1. For
example, data center costs include servers,
storage, networks and related hardware,
software and services, along with facility,
power and cooling. Server costs can be
divided into hardware, software, service (such
as maintenance) and personnel, as well as
other costs, such as allocated facility costs.
Breaking down costs will help you ascertain
additional cost reduction opportunities. For
each element, ask, “Have we taken actions
that will reduce this cost? Are there additional

About 40% of Gartner clients do not have
costs broken down in sufficient detail to
identify savings opportunities. It is not
necessary to spend months collecting data;
20% of the assets usually account for 80% of
the costs. Identify these high-profile assets
and their associated cost elements. Use
Gartner’s IT Key Metrics Data (ITKMD) to
fill in cost knowledge gaps, as an interim
step. Assess cost opportunities with this
first cut, and assign staff to continue more
detailed cost data collection, while pursuing
cost containment opportunities. Keep to a
common reference point for cost-savings
projects to understand the impact that a
given cost-savings project will have relative
to other potential projects. A 20% cost
savings has no real meaning unless it is
tied to a common reference point. We use
the percentage of cost structure reduction
in annualized I&O costs as that common
reference point.

Compare Costs With Your Peers
To assess and analyze costs, compare your
costs with your peers. If a particular I&O
cost element is higher than that of a peer,
the result does not automatically identify a
cost reduction opportunity. There may be
business model differences that provide
a strong rationale for the higher cost.
(We often find geographic reach a major
reason for differences.) In the absence of
such differences, you have identified a cost
reduction target.
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FIGURE 1
I&O: 60% of the Budget
Data Center
20%

Non-I&O IT costs
40%

Network
18%

Other
3% Support
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Client computing
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Source: Gartner IT Key Metrics Data (July 2011)

View peer comparisons with the ITKMD
as a first-level comparison with peers,
not as a substitute for a comprehensive
benchmarking study. An I&O benchmarking
engagement can take three months
or longer, depending on the size
and complexity of the organization.
Benchmarking will determine why an IT
organization’s cost is above or below industry
averages or comparable to IT organizations,
and it can pinpoint areas of cost optimization.
Targets often found at this point concern
platform maintenance and software licenses.

• Maintain communication with the business
to stay abreast of changing business
initiatives. There may be deferrals that
lead directly to an I&O project under way.
Additionally, discussions with the business
may identify selected opportunities to
relax service levels.

recession to continue during the next few
years. As Figure 2 indicates, the vast majority
of I&O leaders do not expect their budgets
to return to prerecessionary levels anytime
soon.
With such tight budgets, the pressure will
remain to find additional opportunities
to optimize costs. During the recession,
many major I&O upgrade projects were
deferred, slowed or canceled. Many IT
organizations believe these projects need to
be resurrected soon, either to meet business
needs or to ensure that I&O does not create
serious downtime situations. Furthermore,
the growth of basic I&O resources such as
computing, storage and network capacity
have returned to near historic trending
levels. Thus, I&O cost optimization will be
more difficult going forward — the lowhanging fruit has mostly been picked.

• Define cost-cutting goals and project
timelines at the outset.
• Establish a rapid approval process. Each
month you delay is 8% lost in savings for a
given year.
• Meet weekly, maintaining pressure to
move forward and identify new costcutting opportunities.
• Assign leads on specific projects to
team members based on their areas of
expertise.

Unfortunately, when it comes to cost cutting,
there is no magic bullet — no single area
where you should focus your efforts. Rather,
in our research, we have identified 10 key

I&O Cost-Cutting Emphasis Will Continue
As mentioned, Gartner expects the emphasis
on cost reduction that started with the 2009

FIGURE 2
When Do You Expect Your I&O Budget to Return to Prerecessionary Levels?
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Form or Reform a Cost-Cutting Team
To continue a focus on cost cutting, address
opportunities systematically, ensure proper
resources and re-establish a task force. The
task force should be composed of key staff
members, each of whom brings unique
talents and perspectives to the project. A best
practice is to have a well-respected manager
lead the team. You will also need a team
member who is adept at financial analysis
and steeped in the financial processes of
your enterprise. Additionally, you should
reconstitute the team with some new players
to obtain fresh ideas and perspectives. Our
guidelines for the team are as follows:
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actions to take to optimize I&O costs in an
enterprise:
• Defer noncritical key initiatives.
• Re-examine networking costs.
• Consolidate I&O.

Through 2014, we continue to see these 10
actions as the focus of I&O cost optimization
activities. For most IT organizations, this
list doesn’t contain many surprises; many
organizations have already begun multiple
initiatives. Our advice is to focus on finding
projects that expand the scope of these
action items, rather than looking for some
new target.

key initiatives can be deferred. I&O leaders
need to re-examine their key initiatives
to determine which ones to focus on as
near-term priorities. There are three major
questions to ask:

In webinars we conducted in 2010 and
early 2011, we inquired of participants their
progress in these actions. The results,
shown in Figure 3, clearly indicate that most
believe they have substantial additional
opportunities to pursue when it comes to
I&O cost optimization, with nearly threequarters of respondents saying they feel
they are less than halfway there.

• Does the I&O key initiative lower the I&O
cost structure in the time frame required?

• Does the I&O key initiative strongly
support a high-priority business initiative
that needs to be completed near term?

• Virtualize I&O.
• Reduce power and cooling needs.
• Contain storage growth.
• “Push down” IT support.
• Streamline IT operations.
• Enhance IT asset management (ITAM).
• Optimize multisourcing.
The following sections summarize key
opportunities in these actions and point to
other Gartner research for greater detail.

The 10 Key Actions to Reduce I&O
Cost Structure
Action 1: Defer Noncritical Key Initiatives
To rekindle your cost-cutting activities, you
should first examine which, if any, of your

FIGURE 3
Considering the 10 Cost Containment Actions, How Far Along Are You Toward
Full Implementation?
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• Does the I&O key initiative lower risk by
upgrading I&O to prevent major outages
or severe performance deterioration?
Unless you can unequivocally answer yes
to at least one of these questions, you have
identified a key initiative that can be deferred.
Gartner defines seven Key Initiatives that are
specific to I&O. For each initiative, from a cost
reduction perspective, we advise:
• Data center consolidation and
modernization projects should
emphasize those involving large savings
subject to investment and payback
constraints. Modernization upgrades
should be deferred that do not directly
support application upgrades and
business initiatives, or that do not
result in immediate cost savings. Some
of these projects may be candidates
for early restarts, when funding
and other resources are available;
delaying modernization can result in
disproportionately higher support costs for
the legacy systems involved. Data center
power and cooling should be investigated
as a near-term cost opportunity.
• Virtualization — especially server
virtualization — should be accelerated
unless you are nearing 70% virtualized.
From a cost reduction perspective,
PC virtualization — with the possible
exception of hosted virtual devices — may
have a very low priority.
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• If you haven’t done so yet, the time is
right to migrate to Microsoft Windows 7
and Office. Given continued support of
platforms like XP, you may be able to slow
the speed of migration.
• For ITIL/process improvement, focus
primarily on process improvement
projects that are not capital-intensive, and
purchase only essential tools, such as
integrated ITAM software.
• For remote/mobile workers, consider
deferring smartphone upgrades and
other productivity enhancements. Only
invest where cost savings can be clearly
demonstrated, such as in downsizing real
estate holdings.
• For network infrastructure modernization,
first focus attention on network contracts
and reconfiguration (versus reinvestment).
It should be noted that deferring key
initiatives does not result in any long-term
savings because, by definition, these
initiatives need to be done. However, there
may be opportunities to defer part or all
of a key initiative to obtain short-term (i.e.,
12-month) savings.

Action 2: Re-examine Networking Costs
When it comes to I&O spending, the data
center and the network claim the lion’s
share of costs. Networking is, conservatively,
at least 18% of an enterprise’s total IT
expenditures, excluding wireless. For most
enterprises, carrier and staffing costs
dominate networking budgets, together
comprising about 80% of the total. Hardware,
software, maintenance services, occupancy
and a small percentage of unallocated costs
make up the remainder (see Figure 4).
Because nearly half of the network expenses
go to telecom service providers (TSPs; such
as Verizon and BT), network managers need
to continue to renegotiate contracts with
these vendors to ensure that their contracted

rates are market-based. In the past, attention
tended to be focused on voice calls (cost per
minute) and data WAN costs, such as cost
per Multiprotocol Label Switching (MPLS) port.
Access remains a major cost; clients should
be looking to move from DS3 to Ethernet
access.

• Replacing distributed Integrated Services
Digital Network (ISDN) Primary Rate
Interface (PRI) trunks with centralized
Session Initiation Protocol (SIP) trunking
• Migrating H.323 videoconferencing to IP
Although contract renegotiations, especially
with TSPs, will still be a major contributor
to costs, clients should further investigate
opportunities to refine the design and
sourcing of their networks. Substantial steps
can still be taken to optimize network costs
(see Figure 5).

However, longer term, network cost savings
will derive heavily from optimizing network
design. Gartner’s recommendations here
include:
• Using a virtual private network (VPN),
rather than a MPLS

Action 3: Consolidate I&O

• Rightsizing network availability
• Simplifying network designs — e.g.,
reducing the number of tiers in LANs
• Competitively sourcing network
equipment, such as Ethernet switches and
Internet Protocol (IP) routers
• Consolidating multiple access links with
metropolitan Ethernet

We define I&O consolidation as a systematic
process to substantially reduce the number
of physical assets in IT I&O. As such, it
is closely related to standardization (a
reduction of the number of types or products
of components in a given class, such as
servers), integration (combining multiple or
similar functions or capabilities onto a single
platform, such as similar voice and data)
and virtualization (abstraction of IT resources

FIGURE 4
IT, I&O and Networking CostsImplementation?
I&O Costs

Network Costs
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Telecom services
45

Non-I&O IT
costs

Network

Other
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Other, 5
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Source: Gartner (July 2011)
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to mask the physical nature and boundaries
of those resources from resource users).
In past decades, the rise of distributed
computing and other trends drove the
decline of the large data processing sites
that characterized the era of mainframe
dominance. Now, however, data centers
are rising in importance, and we expect
this trend to continue throughout this
decade. Server rationalization, hardware
growth and cost containment trends are
driving the consolidation of enterprise data
processing sites into larger data centers.
Most consolidation initiatives have the
idea of substantially reducing costs. In fact,
IT infrastructure consolidation can drive
enterprise value in five specific ways:
• Reduce costs
• Better integrate processes and
information
• Increase system integrity
• Be more agile
• Improve IT service quality
We believe IT consolidation will continue
to be a high priority for I&O leaders for the
near future.
I&O leaders primarily focus their
consolidation efforts on data centers and
servers; however, other areas, such as
storage and networking, may represent
relatively untapped consolidation
opportunities. To illustrate, here is a
partial list of additional I&O consolidation
opportunities:
• Utilize the mainframe for computing
consolidation (i.e., consolidate Linux
servers onto the mainframe).
• Consolidate small, tactical Ethernet
switches in the data center to terabit-class
switches.
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FIGURE 5
Major Networking Cost Reduction Opportunities
Percentage Potential
Net Savings
(Next 12 Months)

Percentage Potential
Net Savings
(Three Years)
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15%
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2%

10%

Streamline the NOC

2%

5%

Cost Reduction Action

Reduce IT/business costs with networking*

0%

0%

Total

25%

55%

*Not in networking budget

Source: Gartner (July 2011)

• Simplify data switch networking via topof-rack switching.
• Integrate data center networking
resources via resource pooling.
• Consolidate email/messaging
systems to begin migration to unified
communications.
• Prioritize storage consolidation efforts
to maximize the value of server
consolidation projects and simplify
disaster recovery implementation and
testing.
• Standardize application middleware
server software and OSs.
• Relocate office system functionality to the
data centers.
• Integrate the network operations center
(NOC) into IT operations.
Our recommendations with regard to I&O
consolidation are as follows:

• If you have not nearly fully completed (75%
or more complete) consolidating data
centers and servers, you should do so as
a high priority. In these consolidations,
consider related storage and network
systems.
• If you have nearly fully completed data
center and server consolidations, but not
storage and networks, these should be
your next consolidation projects.
• If you have nearly fully completed
consolidating data centers, servers,
storage and networks, focus on remaining
consolidation opportunities, such as
I&O middleware and IT operations
management.

Action 4: Virtualize I&O
Servers run at very low average utilization
levels (less than 15%). Virtualization software
increases utilization typically by fourfold or
more, which means for a given workload
that can be virtualized, you can typically
reduce the number of physical server by
fourfold via virtualization. Conservatively,
this means hardware and energy costs are
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each reduced by 50%-plus by virtualization.
(Software and personnel costs may increase,
but the cost increases are typically more than
offset by the cost savings.)
While x86 server virtualization may seem
to have been done by all, it has not. It is
still being done — and there is a lot more
to do. Gartner estimates that, in 2010, the
percentage of x86 server workloads running
on virtual machines (VMs) was 38% and
will rise to 49% in 2011. In 2012, the majority
of such workloads will be virtualized;
during 2015, 77% of the workloads will be
virtualized. IT leaders must plan and manage
this growth. Given the strong benefits of
virtualization, we recommend accelerating
your plans as much as possible.
Implementing virtualization can be viewed
along a standard distribution curve (see
Figure 6). Think of the curve as divided into
thirds — easy-, medium- and hard-tovirtualize workloads — and as being overlaid
on the cost per VM. If 25% of your workloads
are virtualized today, then we can observe
that these workloads are the low-hanging
fruit and are easy to virtualize. Costs are
also fairly predictable with this level of
virtualization penetration. At 50% virtualized
workload adoption, we see a tipping point.
From that point, every additional workload
that is virtualized should see an increase
in cost; but, at this point, the costs are
contained.
So, today, we can safely say that we can
virtualize 50% to 66% of workloads with an
acceptable degree of cost and investment.
These workloads and projects should be
consolidated and rationalized accordingly
over one to two years.
As with consolidation, virtualization can
be applied to many I&O platforms: Unix
servers, storage, networking and client
computing, in the latter case, separate OS
environments created on the client computer.
Employing the same approach as server
virtualization, desktop virtualization lets

FIGURE 6
x86 Virtualization Over Time
Percentage Potential
Net Savings
(Next 12 Months)

Percentage Potential
Net Savings
(Three Years)
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you create separate VMs on your Windows
desktop, each of which virtualizes the
hardware of a complete physical computer.
Interest is growing rapidly, especially in
hosted virtual desktops (HVDs) in which the
user is separated from his or her computing
environment.

The principal design approaches include:

Action 5: Reduce Power and Cooling
Needs

• Structure the data center as a series of
modular pods, each of which can be
replaced as needed.

Historical design principles for data centers
were simple — figure out what you have
now, estimate growth for 15 to 20 years, then
build to suit. Newly built data centers often
opened with huge areas of pristine white
floor space, fully powered and backed up by
an uninterruptible power supply (UPS), waterand air-cooled, and mostly empty. With the
cost of mechanical and electrical equipment,
as well as the price of power, this model no
longer works.

• Scale vertically, then horizontally: Fully
utilize data center height (e.g., occupy
racks at 70%-plus capacity, and use
above-rack space for network and power
cables, cooling).

• Structure the data center into heat
dissipation density zones, with each zone
designed to its specific cooling need.
• Utilize hot-air containment systems.
• Design the data center for multiple
availability levels (uptime tiers).
• Use free cooling via air economizers.

New design approaches can result in data
centers that utilize significantly less power,
take up less space and cost much less (see
Figure 7); these results are derived from using
a Gartner-developed spreadsheet model.

• Monitor and manage energy use via data
center infrastructure management (DCIM)
tools.
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FIGURE 7
Impact of New Data Center Design
Approaches Relative to Traditional Designs
100%-Plus

street prices by enabling the substitution
of low-cost, high-capacity disks for highperformance, high-cost disks.
• Deduplicate data: This can result in disk
capacity reductions from one-third to
one-quarter of the original physical disk
requirement.
• Compress data: This typically reduces
needed storage capacity by a ratio of
2-to-1 or 20-to-1.

Cost
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Facility
Life

30%
50%
60%

Source: Gartner (July 2011)

Action 6: Contain Storage Growth
Compute, networking and storage capacity
are all growing at annual double-digit
rates, with storage growing the fastest by
far. We predict that, by 2016, enterprises
will install 850% more terabytes than they
have installed in 2011. Historically, I&O
leaders have typically “thrown terabytes at
the problem,” but this is no longer a viable
solution as clients bump up against facilities,
power, cooling, budget and constraints and
the need to manage and backup petabytes
of data. However, with capacity growth far
outstripping cost declines, tighter control is
required. Multiple approaches need to be
adopted — including:
• Use storage virtualization and thin
provisioning: These can improve storage
utilization from the typical 20% to 50%
range to the 65% to 80% range.
• Automated tiering: This reduces back-end
storage costs by up to 66% using current
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• Use storage resource management
(SRM) tools to find underutilized capacity
and noncritical data that can be moved
to less-expensive storage; short ROI or
payback periods of six months can be
achieved.
• Exploit the Internet Small Computer
System Interface Internet (iSCSI) protocol.
The potential savings of up to $3,500 per
server in conductivity tax relative to FC are
achievable. Most deployment barriers
have been removed in today’s iSCSI
technology.
• Back up less data, perform backups
less frequently and retain backup
data for shorter periods of time. In
“Backup and Recovery Optimization and
Cost Avoidance,” we offer 15 specific
recommendations that can help you
achieve these goals.
• Ensure that your company’s vital records
program is correct and current. Some
records must be kept for a long time,
but many should be deleted once they
are no longer needed. There could be
legal liability associated with keeping
unnecessary data.
• Employ professional services. A typical
$50,000 to $100,000 investment in a
storage professional service engagement
can free up wasted storage capacity and
improve storage efficiency, potentially

avoiding millions of dollars of hardware
acquisition costs.

Action 7: Push Down IT Support
Support for end users and the enterprise
typically is about 8% of total IT spending.
Most I&O organizations have at least four
tiers of support, each with a different cost
point and level of expertise. To reduce
costs, drive those support calls down to the
lowest (and least-expensive) tier that can
satisfactorily resolve users’ issues. Figure 8
illustrates the dramatic differences that can
be achieved.
To accomplish this support, push-down
presupposes the existence of a Level 0, or
self-service. IT self-service is a great concept;
it enables and empowers end users to solve
their own IT issues, thereby allowing support
organizations to gain efficiencies through
a reduced incident and request workload.
Well-implemented self-service can provide
value by reducing IT support costs and
increasing end-user satisfaction. With selfservice, you should keep in mind:
• Building a best-in-class, IT self-service
portal does not guarantee that end users
will utilize it. IT service and support teams
should focus on end-user adoption as
a key performance indicator in their
investment analyses.
• IT self-service entails the cost of the
initial technology purchases, ongoing
support and maintenance (continuous
management), content effectiveness
efforts, IT staff training, and IT staff and
end-user education expenditures.
• IT self-service will only show reductions
for specific problem types (mainly how-to
requests, FAQ and password resets).
Some issues will still require a call to the
IT service desk and/or the assistance of a
support technician.
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FIGURE 8
IT Service Support: Higher-Cost and Lower-Cost Scenarios

Level

Resource

Level 3

Strategic staff

Level 2

Technical staff

Level 1

Service desk

Level 0

End user (selfservice)

Higher-Cost
Scenario
Major outages
Application
support
System
administration
break/fix

Lower-Cost
Scenario

Cost per
Transaction

typically entails implementing ITIL, the de
facto standard framework in IT operations.
The principal goal is to improve service
management and quality, but ITIL has been
known to reduce operating expenses as well
due to the following:

Major outages

$100 to $500

Application
support

$35 to $250

• A reduction in IT operations head count
via:

How-to

System
administration
Break/fix

$10 to $37

• Improved efficiencies and economies of
scale.

Password resets
Not applicable

How-to

$1 to $10

Password resets

Source: Gartner (July 2011)

Our key recommendations to proceed with
self-service are:
• Ensure that the investment in IT self-service
has a positive ROI by driving IT service and
support contacts down from higher-cost
channels.
• Understand the culture of your
organization before beginning an IT selfservice initiative. Knowing whether end
users will attempt to resolve their own
issues or are more likely to call the service
desk for simple issues can help determine
self-service’s success.
• Approach your IT self-service project with
a customer-service-centric foundation,
down to the look and feel of the portal,
language and tone of the content, and
leverage end-user feedback.
Gartner’s ITKMD can be of particular help
to I&O organizations that are analyzing
and assessing IT service desk cost-savings
opportunities, and can help prevent moving
in directions that actually increase the I&O
cost structure. For example, many clients
looked to the help desk as a place to cut
costs due to having a large and visible head
count there (10% of the total IT professionals

are typically on the help desk.). The help desk
represents about 7% of total IT expenses.
Suppose a decision is made to slash 50%
of the help desk staff; 87% of the help desk
costs represents personnel costs. The
resultant reduction in IT expenses would be
about 3%, but the result would be longer
times to respond to end users clamoring
for help. Additionally, annual salary plus
benefits for help desk personnel average
$83,000, which is low compared with other IT
professionals. Some of the workload would
have to shift to higher-paid IT professionals
like server technicians (their salaries and
benefits are typically 40% greater than help
desk personnel.) Hence, what seemed like a
bold move to cut costs results in a small cost
reduction, visibly poorer service levels and
higher-paid employees doing work previously
done by those with lower salaries.

Action 8: Streamline IT Operations
As mentioned, I&O accounts for
approximately 50% of the total enterprise
IT head count, and most of the I&O staff —
typically 70% — is involved in operational
processes of a day-to-day and tactical
nature. Hence, to contain head count and
associated costs, these processes need to be
streamlined and as efficient as possible. This

• Significantly fewer errors made in dayto-day processes, especially change
management.
• Leverage of standardized frameworks
and tools, reducing the need to reinvent
the wheel.
• Ability to use a larger number of IT
professionals with lower skill sets, since
significant amounts of the process work
has been reduced in complexity.
• Potential to consolidate and integrate
siloed operations centers (such as data
center and network operations), since the
processes in both domains can now be
common.
• Improved ability to outsource or offshore
certain processes (especially those
offline), since the demarcations and
interfaces among processes, as well
as the work definition for the external
provider, are well-defined. External
providers also primarily adhere to de
facto standards, such as ITIL.
As an example, a client recently reported
reducing head count in IT operations by
more than 10%, and reduced salary grades
for certain functions. Coupled with using
offshore providers for back-office processes
and functions, the company’s total I&O
cost reductions were more than 10%, while
actually improving service quality.
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The costs that can be reduced are primarily
staff-related. Since the required capital
investment is relatively small, compared with
other high-payoff I&O cost reduction actions,
there is a keen interest, especially in these
capital-expenditure-constrained times.
Note that improving processes is a multiyear
effort; proclaiming this as “the year of ITIL” is
just that: a proclamation.

Action 9: Enhance ITAM
ITAM by itself doesn’t reduce I&O costs;
however, it is a very effective tool to identify
and assess cost reduction opportunities. An
effective ITAM can enable to:
• Determine the life of certain assets, defer
upgrades and eliminate or combine
software licenses.
• Replace certain maintenance service
contracts with a time-and-materials
approach.
• Assess ITAM processes to identify gaps in
process, policy, tools and staffing affected
by virtualization.
We advocate taking a life cycle approach. To
get started here, we recommend:
• Estimate the underlying asset life cycle of
each major asset to establish a baseline.
• Monitor assets for use during the life
cycle. Monitoring consists of watching
who is using the systems, and how much
the assets are being used.
• Include contract terms for leverage, and
to manage cost exposure at the end of
asset lives.
• Review the use of the asset as retirement
approaches — preferably six to 12
months in advance of the actual date.
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IT asset repositories are generally the most
effective tools to help in this endeavor.
These tools can maintain dates, manage
changes to assets and send out reminder
emails to ensure that the life cycle process
is proactively managed. In addition to life
cycle management, historical costs, new unit
costs, predicted future unit costs, demand
management data and other pertinent
financial data can be included to provide
a much more comprehensive economic
view of assets and their associated costs.
Additionally, usage tools can augment
repositories to provide additional
information about asset utilization, which
helps companies understand whether
existing assets are still in use or sitting idly
by running up overall costs. Finally, inventory
tools can find assets that manual processes
might not capture, and can provide
additional insight into the current state of the
asset base

Action 10: Optimize Multisourcing
Sourcing is perhaps the most strategic
decision facing I&O leaders today. Sourcing
decisions have incredible power to make or
break an I&O organization. It’s not only who
you select, but what you select, how you
select and how you manage it during its life
cycle.
The decision is not as simple as whether
to outsource or insource all of I&O. You
can make separate sourcing decisions
for virtually any I&O component, system
or function. The key decision criteria are
controlling those aspects that are of strategic
and critical importance to the business,
playing to the strength of available staff,
defining clear lines of demarcation, keeping
the number of vendors involved to a small,
manageable number and determining
what makes solid financial sense. Only
the largest enterprises tend to have the
depth and breadth of staff available to
take on all aspects of modern-day I&O;
hence, most will selectively source I&O
elements. We firmly believe that most I&O

leaders are overburdened with tasks, and
to really be successful they need to focus
on a subset of those that are of greatest
strategic importance to their enterprises. We
believe most I&O leaders will very likely find
a multisourcing approach best meets their
needs.
I&O leaders tend to view external sourcing
as the enemy. I&O has become so complex
and the set of tasks so numerous that even
the largest enterprises can no longer take
on all of I&O with only internal resources.
The key is not to look at sourcing all of
I&O externally or internally, but to assess
sourcing decisions based on aspects of I&O.
For several years, Gartner has advocated
a multisourcing approach in which certain
functions, processes or platforms are
externally sourced to a manageably small
set of external service providers. The key
decision criteria involve controlling those
aspects that are of strategic and critical
importance to the business, playing to the
strengths of available staff, defining clear
lines of demarcation, keeping the number
of vendors involved to a small, manageable
number and determining what makes solid
financial sense.
For our purposes, you want to focus on those
aspects of I&O where external sourcing
will reduce costs — primarily by having an
economies of scale advantage. Clients tell us
these aspects include:
• End-user device life cycle management —
desktops, laptops, smartphones, etc.
• I&O maintenance and repair
• Mainframe operations management
• Service desk (Tier 1 support)
• Offline functions and processes —
telecom expense management, ITAM and
CMDB
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Evaluating the 10 Cost-Cutting Actions
As shown in Figure 9, for each of the 10 cost
reduction actions, we have estimated the
typical net annualized cost savings in I&O
that could be achieved by an enterprise over
three years. Based on interactive polls, we
have estimated the percentage of completion
that a typical client had achieved by January
2011 for each action. Our findings from this
analysis are:
• By January 2011, these key actions
were only about 40% implemented, on
average.
• Aggressive implementation of these
actions is likely to reduce the I&O cost
structure about 10% within 12 months.
• Full implementation of these actions over
three years is likely to reduce the I&O cost
structure about 25%.
The table shows the longer-term analysis
(over three years). The shorter-term, one-year
analysis follows the same approach, but with
different cost-savings targets achievable. The
percentage of savings is relative to the total
I&O budget.
Gartner has created a concise decision
framework to help prioritize cost optimization
techniques. This framework considers not
only the potential benefit (in terms of cost
savings), but also the impact on customers,
time requirements, degree of organizational
and technical risk, and investment required
(see Figure 10).
Figure 11 shows the potential impact of the
10 cost optimization best practices. This
framework considers not only the potential
benefit (in terms of cost savings), but also
the impact on customers, time requirements,
degree of organizational and technical risk,
and the investment required.

FIGURE 9
Estimated Long-Term Cost Reduction Potential of the 10 Key Actions
I&O Cost Reduction Action

Potential LongTerm Cost
Reduction

Defer noncritical key initiatives
Re-examine networking costs
Consolidate I&O
Virtualize I&O
Reduce power and cooling needs
Contain storage growth
Push down IT support
Streamline IT operations
Enhance ITAM
Optimize multisourcing

Percent Complete
(as of January 2011)

0%*
15%
10%
10%
5%
5%
2%
10%
3%
5%

Remaining Cost
Reduction Potential
(Over Three Years)

55%
0%
45%
40%
45%
40%
40%
45%
50%
35%

0.0%
15.0%
5.5%
6.0%
2.7%
3.0%
1.2%
5.5%
1.5%
3.2%

*Short-term benefit onlySource: Gartner (July 2011)

FIGURE 10
Gartner Decision Framework for Prioritizing Cost Optimization Initiatives

Potential Benefit

Percent savings

Percent savings

Percent savings

Customer Impact

Negative

None

Positive

>18 months

6 to 18 months

<6 months

Staff redundancies
Re-engineering of
processes and
structures

Limited changes in
roles, structures and
processes

No staff reduction,
nor changes in
organization and
processes

Impacts I&O and
applications

Moderate impact on
few components

Little more than
"moving boxes"

High

Moderate

Low

Payback Period

Organizational Risk

Technical Risk

Investment Requirement

Source: Gartner (July 2011)
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To apply our approach to your specific cost
reduction actions or projects, see “Toolkit:
Prioritizing IT Cost Optimization Projects.”

What the Future Holds
Beyond the 10 cost reduction actions that
are the focus of this report, we see five future
cost reduction opportunities:
• Hybrid cloud computing: Using public
and private cloud service capabilities
holistically to provide end-user IT services.
• Infrastructure convergence: Integrating
networks, storage and computing within
the data center.
• Process automation: Once IT operational
processes have been streamlined via ITIL
and/or related frameworks, automate the
processes via software tools to the fullest
extent possible.
• Unified communications: Combining the
separate communication channels into a
cohesive whole to improve productivity.
• New client architectures: Utilizing
streaming and other means to locate
OSs, data and applications for client
computing in alternative locations than
permanently resident on the client
computer.
Figure 12 shows the results of a recent
Gartner poll related to these five
opportunities.
It is interesting to note that as expected,
cloud computing was the most
popular choice; however, the other four
developments also garnered respectable
numbers. Conclusion: When it comes to I&O
cost reduction, cloud isn’t the only game in
town.
Gartner RAS Core Research Note G00213017,
Jay E. Pultz, 13 July 2011
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FIGURE 11
Assess the Impact of Potential Cost Optimization Actions
I&O Cost Reduction Action

Defer noncritical key initiatives
Re-examine networking costs
Consolidate I&O
Virtualize I&O
Reduce power and cooling needs
Contain storage growth
Push down IT support
Streamline IT operations
Enhance ITAM
Optimize multisourcing

Potential LongTerm Cost
Reduction
0%*
15%
10%
10%
5%
5%
2%
10%
3%
5%

Percent Complete
(as of January 2011)

Remaining Cost
Reduction Potential
(Over Three Years)

55%
0%
45%
40%
45%
40%
40%
45%
50%
35%

0.0%
15.0%
5.5%
6.0%
2.7%
3.0%
1.2%
5.5%
1.5%
3.2%

Source: Gartner (July 2011)

FIGURE 12
Which of These I&O Cost Reduction Opportunities Do You Consider Most Promising?
I&O Cost Reduction Action

Defer noncritical key initiatives
Re-examine networking costs
Consolidate I&O
Virtualize I&O
Reduce power and cooling needs
Contain storage growth
Push down IT support
Streamline IT operations
Enhance ITAM
Optimize multisourcing

n=388

Source: Gartner (July 2011)

Potential LongTerm Cost
Reduction
0%*
15%
10%
10%
5%
5%
2%
10%
3%
5%

Percent Complete
(as of January 2011)
55%
0%
45%
40%
45%
40%
40%
45%
50%
35%

Remaining Cost
Reduction Potential
(Over Three Years)
0.0%
15.0%
5.5%
6.0%
2.7%
3.0%
1.2%
5.5%
1.5%
3.2%
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The “New” Infrastructure is
responsive and dynamic, but can
you manage performance?
Executive Summary
Putting Performance First
The importance of infrastructure
performance to an organization’s
success and its bottom line has driven
the development and deployment of new
technologies, such as virtualization and
cloud computing. These technologies help
organizations realize more from existing
infrastructures and share the load across
them. As these new technologies, heralded
as performance enhancers, become fully
entrenched in your infrastructures, will they
lessen the need to manage performance of
the infrastructure?
As we examine how these technologies
shift the flow of traffic, we respond with
an unequivocal “no.” The need to manage
infrastructure performance remains foremost
and may present greater challenges as
organizations track new and complex
technologies.

Making New Technologies Work for You
Virtualization and internal and external
cloud adoption add complexity but the
benefits warrant the effort to manage them.
Without them, IT models are too rigid and
will struggle against competitors with more
responsive services. Enterprises, government
agencies and service providers that embrace
new technologies and proactively address
the challenges of the “new” infrastructure will
enhance their competitiveness and be well
positioned to make both evolutionary and
revolutionary technological progress. What’s
needed to realize these opportunities? IT
organizations must put performance first
and keep the end user and business impact
of IT services at the fore.

Staying Ahead of the Game
The business benefits of adopting cloud and
virtualization are considerable – the ability to
quickly provide dynamic IT services, reduce
capital costs and reduce operational costs.
By incorporating agility and responsiveness
you can more effectively adjust to constantly

shifting business demands and retain a
competitive presence in fast moving markets.
Realizing the benefits takes study, planning
and an understanding of how the “new”
infrastructure management requirements
will impact and challenge your existing
infrastructure performance management
investments.

SECTION 1
Keeping Your Feet on the Ground with
Your Head in the Clouds
When the World was Flat
In the realm of managing infrastructures,
change has been rapid. A few decades ago,
companies were grateful when their network
was running. The “network is down” was a
familiar complaint. At the same time, most
enterprises and government agencies did
not rely on their network to provide services
to their customers. In most organizations
the network was new and alternatives to
networked applications were very much alive.
As infrastructures grew in size and
complexity, the ability to manage the
infrastructure domains- servers, databases
and the network - improved in response
and organizations began to feel more
confident offering simple online services.
It soon became apparent, though, that
managing individual domains was not good
enough; the gaps between domains were
becoming the failure points resulting in poor
performing services. Since applications and
services traverse the infrastructure and rely
on components from all domains, metrics
proving availability of individual domains
were irrelevant if the application or service
exhibited poor response. When performance
issues occurred, problem resolution
was typically slow due to the reliance on
multidisciplinary triage teams to locate
the fault. This type of triage – often called
conference room correlation – was entirely
inadequate.

Gaining visibility and control of availability
was significantly improved through the
introduction of automated discovery,
event correlation and fault isolation across
domains. These abilities unified the
infrastructure and enabled the leveraging
of cross-domain event information to help
understand which event was the root cause
and which events were simply symptomatic.
For example, if a distribution router is down,
services and users behind that router will
appear unavailable. Through automated
event correlation and fault isolation, the root
cause of a problem becomes apparent and
finding and fixing it becomes faster and
easier.
THE BIG PICTURE With end-to-end fault
and availability management, a centralized
view lets you isolate faults and identify
the root cause so availability can be
maintained. Without these capabilities, you
have unreliable infrastructures that cannot
serve as a foundation for high performance
services.

A traffic analogy: Managing infrastructure
traffic is similar to managing vehicular traffic
in a metropolitan area. An end-to-end
performance view of the infrastructure is
similar to the view a helicopter has of traffic
in a city. The helicopter pilot can observe
generally how well traffic is flowing and
where there is congestion. However, he can’t
always tell if the problem is because of a
slippery road surface, a stalled automobile,
a bad traffic light, or an unusually high
number of slow-moving trucks from a
nearby construction site. Closer inspection
of traffic elements and road conditions
is required to determine the cause of
congestion.
As availability improved, pressure increased
on organizations to move some of their
revenue-generating services onto their
network in order to stay competitive. In
response, corporate, public sector and
service provider IT departments were able
to justify the addition of high availability
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FIGURE A
VISIBILITY INTO AVAILABILITY ACROSS THE INFRASTRUCTURE
Automated discovery, event correlation and fault isolation help gain control of availability. Topology maps illustrate the root cause clearly and
show how the root cause creates symptomatic outages.

Source: CA

solutions, such as network devices with dual
power supplies, fault tolerant architectures
and redundant routes. Availability became a
manageable attribute.
The success of the internet, however,
changed the game. An IT organization’s
ability to be competitive suddenly relied
on its ability to provide services online and
to manage them for high performance.
Performance became the next quest.
“In business, words are words; explanations
are explanations, promises are promises,
but only performance is reality.” Harold S.
Geneen, 1910-1997, American Accountant,
Industrialist, CEO, ITT
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Performance First
Managing performance is a multi-pronged
effort where no single data source or
report can meet all of your requirements.
Performance must be managed and
monitored in numerous yet coordinated
ways to ensure performance goals are met,
Service Level Agreements (SLAs) and Service
Level Objectives (SLOs) can be honored
and end-users are satisfied. The growth of
various traffic types and feeds adds to the
requirement for multiple ways of monitoring
performance.
• Overall infrastructure performance:
Performance can be impacted at many
points across the infrastructure – in the
network, in the client/server or web
based applications or in their back-end

multi-vendor databases. Performance
management solutions provide trend,
baseline and threshold information that,
when correlated with fault and availability
data, can identify real performance
threats across the infrastructure domains.
• Traffic flow performance: Applications
may be operating under different classes
of service so that some applications
are better served than others. If traffic is
not operating under different classes of
service, risk of a performance impacting
event, such as a breaking news item,
can create a flood of internet traffic and
degrade business critical applications.
• Transaction based performance:
Unsuccessful or slow transactions can
be caused by a number of things, such
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as changes to data base software that
change the number of queries for a
particular transaction. Response time
for that one type of transaction might be
impacted while other transactions are
performing well.
• End-user experience: It’s the bottom line
for performance.
PROACTIVE PERFOMANCE MONITORING
WITH TRENDS, BASELINES AND
THRESHOLDS Performance baselines
and thresholds, along with trend analysis,
are important data points in the ability to
manage performance. Baselines let you
know if the congestion you are seeing
happens every day at 9:00 when people
reach their desks and check email. Trends
give you a heads up that a particular server
will soon reach saturation or a database is
running out of space so you can proactively
add capacity. Historical baselines can alert
you to the pathway delay in the order entry
application that happens at the end of every
quarter. With baselines and trends you can
remedy the capacity situation, if warranted,
before it negatively impacts end users and

service delivery. Threshold violations and
performance anomalies outside of any
known baseline merit immediate attention.

An end-to-end view of the infrastructure,
correlated with known baselines, provides
the first piece of information required for
effective performance management: Is
performance normal? Is it better or worse?
Is any traffic getting through? A fault and
performance manager will take a closer look
at traffic elements and “road conditions” to
isolate the root cause to an infrastructure
component.
WAN OPTIMIZATION To meet increasing
requirements for high performance IT
services, the market for WAN optimization
offerings has grown dramatically. WAN
optimization products help maximize use of
your available network resources through
techniques such as deduplication, caching
and compression. WAN optimization products
are an important tool in the performance
management arsenal; however, they do not
eliminate the need to monitor usage, capacity
and trends across the infrastructure. Not only
will network traffic will continue to increase,

requiring new strategies to keep traffic
flowing and increases in capacity from time
to time, but performance impacting issues
can occur in any infrastructure domain, so
performance strategies must encompass
them all.
TRAFFIC FLOW ANALYSIS—MORE THAN
JUST VOLUME Without the helicopter view
to direct the focus of diagnostic efforts,
traffic analysis on a link-by-link basis in a
very large network is, at best, inefficient.
Furthermore, attempting traffic analysis
by placing probes at each router is an
expensive and ongoing management
burden, similar to trying to locate a traffic
slowdown somewhere in the city by sending
500 cars to look at each of the 5,000 roads
to find the problem. This approach may
eventually work, but it can be a huge waste
of resources and time.
State-of-the-art monitoring technology can
determine where latency is abnormal by
timing packet flows across the network
and server infrastructure and, through
intelligent baselining, establish a typical
performance profile. With this baseline

FIGURE B
TRENDS PROJECT TIME TO SATURATION
With capacity planning information you can take action before you hit a threshold and performance declines.
Options include greater bandwidth and revised QoS classes.

Source: CA

17

information, anomalies are quickly spotted
and it is possible to determine which user
locations and applications are affected,
which WAN links are bottlenecked, or which
server in a particular tier of the application
infrastructure is performing poorly. If the
cause of congestion is determined to be a
network issue, traffic analysis can be used
to drill down to view details on the links in
question. Analyzing network flows on an
individual link provides a measure of traffic
volume by protocol, host and conversation.
NOT ALL TRAFFIC IS EQUAL In the last
five years or so there have been changes
in the types of traffic sharing what most
organizations originally called the data
network. Now it’s a converged network
that also services unified communications
(UC) traffic, such as voice and video, greatly
optimizing an organization’s resources.
These other traffic types have different
characteristics and requirements than data
traffic. For example, data traffic requires
retransmission of dropped packets but
typically can tolerate some delay. Voice and
video traffic may tolerate a dropped packet
but delay seriously impacts quality.

and trucks, such as emergency vehicle
traffic that has automatic right of way, it’s
important to also note types of traffic. For
example, imagine that UC traffic is like street
cars. They share the same infrastructure
and have to cross intersections and obey
stop lights, but their unique characteristics
require special attention that will impact
other traffic on that same road. UC uses a
different protocol, User Datagram Protocol
(UDP), while data traffic uses TCP. For
UC, this means creating and monitoring
baselines specific to UDP traffic as well as
gathering statistics down to the handset –
the end-user. Only by monitoring both the
amount and type of traffic on any stretch
of infrastructure can time to arrival can be
estimated.

Voice traffic quality is represented with a
Mean Opinion Score (MOS) that reflects the
user impact of underlying factors such as
packet loss, delay and latency variation,
called jitter. Video traffic also requires enduser experience monitoring to measure
the impact of frame loss and frozen video.
Because these traffic types have different
requirements, available capacity on a
converged network needs to be reserved
and managed for them. By assigning them
to different classes of service, the various
traffic types sharing the network receive the
best possible allocation of resources.

TRANSACTION AND END-USER EXPERIENCE
MONITORING Transaction and enduser experience monitoring are really
two sides of the same coin. Problematic
transactions are monitored as they traverse
the infrastructure and latency problems
are isolated to components, such as links,
servers, databases, or the application itself.
End-user experience monitoring follows
the mouse click from an end-user’s PC in
real time, providing an accurate picture
of the response that each end-user is
receiving. Understanding the value of enduser experience monitoring is growing. A
recent Network World article cites industry
research showing that end-user experience
monitoring has been shown to result in
the discovery of 53% of application issues,
a 48% improvement in the mean-time-torepair of application performance issues,
a 42% increase in visibility into critical
business transactions and a 15% decrease
in the number of end-user complaints about
application performance.

Monitoring network traffic flows is
analogous to observing traffic on a stretch of
road passing through a specific intersection.
Volume of traffic flow is one data point but,
because automobile traffic can be affected
by factors other than the numbers of cars

Commuters are really only interested in
how long their personal commute will be
and if there are any problems that will
impact their timely arrival at the office, the
airport or even the customer destination
at the end of the flight. This is the value of
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end-user experience monitoring. It takes
into account the user access to the internet,
internet latency, private network latency and
all the components that factor in the trip. It
answers the question, how long will it take
me to get there? By identifying unacceptable
experience levels, the other management
tools – traffic analysis, infrastructure
managers and application managers – can
dig into the infrastructure to isolate and fix the
problem.

SECTION 2
Manage the “New” Infrastructure to Stay
Competitive
The Promise of Consolidation and Clouds
New technologies present opportunities
and challenges. Data center consolidation
can improve utilization of your assets and
reduce capital expenditures. Cloud services
can dynamically expand infrastructure
capacity without advance planning and
extensive capital purchases. But neither is
without impact. Both force more traffic in
specific directions and can cause traffic to
travel longer distances. The industry analysis
firm Forrester Research, Inc. “conservatively
estimates that the long-haul network traffic
volume of a company with a cloud solution
will increase by a modest 5% over an onpremise option.” While the increase in traffic
overall will affect performance, the increase
of traffic in specific directions will likely have
greater impact.

Consolidated data centers and cloud
computing have the impact of public
transportation on traffic. What happens
when a new train station or airport is built?
Some automobile traffic may diminish, but
traffic over the route to the new station or
airport will increase dramatically. Baseline
measurements before introducing the
new service must be taken, capacity plans
executed and then a follow-on baseline to
assure traffic is flowing.
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VIRTUALIZATION IS A REALITY Virtualization
is now widely deployed, dramatically
increasing server utilization and reducing
capital costs. It, too, is not without impact to
the management of infrastructure, although
the impact is different from the impact
of data center consolidation and cloud
services. A key issue arising from the spread
of virtualization is resource sprawl. Easily
created virtual servers must be tracked and,
as the resources they use are no longer
needed, they should be returned to the
resource pool or the resource pool becomes
depleted. This rapid availability of additional
resources is impossible to keep up with
manually. Automated resource allocation,
tracking and de-allocation are necessary.

Server virtualization is somewhat analogous
to rental cars. If people rented cars and
dropped them off at the most convenient
spot for them, there would soon be no rental
cars at the airport. By returning the cars to
the original location or to another branch
location, by arrangement, the resources are
tracked, accounted for and available. It has
to work the same way in an infrastructure if
the cost-effectiveness of virtualization is to be
realized.
Another impact of virtualization is the new
requirement for real-time capacity planning,
discussed later.

Making New Technologies Work for You
CAPACITY PLANNING ESSENTIALS Historical
traffic analysis can provide information on
times of peak usage so you can arrange
for the additional infrastructure capacity
you need only in peak periods, perhaps
just a few times a year. But, just as in
opening a new airport, you need to be
sure the addition of cloud services won’t
overwhelm your infrastructure pathway
to the cloud. The same holds true for data
center consolidation; the amount of traffic
flowing in and out of a large data center will
impact existing pathways. To plan accurately,
baselines should be run before the service

is deployed to establish both the amount of
traffic and the amount of headroom you have
on particular stretches of the infrastructure.
Then, using “what-if” scenarios available
in your capacity planning solution, you
can determine if the expected load can be
managed over the current pathway. Once
the new service is deployed, baselines can
be retaken to again determine the headroom
remaining that you may need to meet
unexpected demand.
Virtualization adds a real-time dimension
to capacity planning that may not be met
by your current capacity planning solution.
“The dynamic nature of virtual machines
essentially breaks previous capacity
management practices and requires the
process to move from a static state to
real-time monitoring and planning,” says
Denise Dubie of CA Technologies. “Because
the promise of virtualization and ultimately
cloud computing is that environments can be
quickly ramped up or scaled back, capacity
planning needs to operate in real time as
well.”
EXPECT THE UNEXPECTED Engineering traffic
for an event like a FIFA World Cup game
may be beyond the best of planners and
automated tools. In a business, however, you
have to do better than that. End of quarter,
end of year, holiday seasons and major sales
all produce peaks that far exceed normal
traffic flow – and these are just the peaks you
know about.
Your unexpected infrastructure requirements
must also be met. Bursts in business can be
met through additional cloud service. Bursts
due to interest stories, such as sports games
or sudden stock volatility, can wreak havoc
with your capacity. Over-provisioning capacity
to meet peak usage may be justifiable for
certain business requirements but not for
general interest browsing. Classes of service
provide an alternative that can keep you
ahead of capacity hogs by placing traffic
flows in appropriate Quality of Service (QoS)

groups. By applying QoS policies, traffic
classes get the kind of service they need and
general browsing can be served on a best
effort basis so that it cannot severely impact
the course of business.

In February 2010, NBC covered the Olympic
Games in Vancouver. CA Technologies
provided network performance
management for NBC coverage, including
network traffic analysis and infrastructure
response time monitoring of this complex
project. The amount of traffic and the
variety of traffic feeds presented a huge
challenge but it wasn’t NBC’s first Olympics.
NBC used historical baseline information
from their coverage of previous Olympics
in its planning process but, as they also
knew from previous Olympics, a human
drama story can trump the best planning.
To manage the expected they prioritized
applications and used separate network
links for different feeds. To manage the
unexpected, at all times they kept tabs on
how much head room they had.
QOS GROUPS Networks without QoS rules
provide best-effort services to all traffic types
and this will not be sufficient in nearly all
situations. QoS rules apply a different priority
to different applications, users or traffic
feeds and can also guarantee a certain kind
of service to a particular traffic type, such
as guaranteed bit rate. Quality of service
guarantees are important for applications
such as real-time streaming multi-media,
VoIP and IP-TV that are delay sensitive,
particularly where the network capacity may
become insufficient.
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FIGURE C
THE IIMPACT OF QOS GROUPS
QoS groups are all important in ensuring critical services perform well. These diagrams visually associate a burst in web traffic with a large
drop in VoIP quality. Correcting the QoS rules to put web traffic on a best effort basis will correct the VoIP quality issue.

Source: CA

AUTOMATION MAINTAINS PERFORMANCE
Performance and automation should
be tightly coupled to achieve a “closed
loop” system that constantly observes
current operational conditions and
adjusts the infrastructure accordingly.
While automation is essential to manage
virtualization and cloud computing, your
IT organization will realize other benefits.
Automation will reduce both costs and
errors in everyday maintenance, help rein
in operating expenses, and free up people
and technology resources for projects that
are aligned with higher value business
initiatives.
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SECTION 3
Stay Ahead of the Game
Embrace the Change
If we learn anything from the history of high
tech in general, and networking in particular,
the recurring lesson is that change comes
quickly and constantly. Game changers,
such as rapid internet adoption, turn the
status quo on its head from time to time.
Resistance is futile.
Enterprises, government agencies and
service providers that attempt to maintain
manual processes, resist capacity planning
and use over-provisioning as a performance

manager might find their progress and
growth impacted over the long-term.
Without fine-tuned performance analysis,
real-time capacity planning and automation
they will find it difficult to benefit from the
new technologies that are re-creating our
infrastructures and continually resetting
the bar for performance. And we can only
expect change to continue, along with the
unexpected game changers. It pays to be
ready:
• Stay competitive by providing high
performing services
• Increase customer satisfaction by
understanding your customers’
experience
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• Reduce capital costs by using new
technology that increases efficiency of
your assets
• Reduce operational costs by using new
technology that increases efficiency of
your people
• Be ready for the next change by being at
the forefront today

SECTION 6
About the Author
Pam Snaith joined CA in 2005 as part of the
Concord Communications acquisition. In
her role in Product Marketing she is focused
on solutions that drive business Service
Assurance. Pam has broad experience
in the networking industry, from software
engineering to product management and
marketing for voice and data products at

institutions and companies including the
Federal Reserve Bank, Digital Equipment
Corporation, Xyplex Networks, Lucent
Technologies and Avaya. She has published
magazine articles and numerous white
papers. Pam earned a B.A. from New
York University and completed additional
coursework at Cornell Medical College.
Source: CA SERVICE ASSURANCE PRODUCT MARKETING,
Pam Snaith, NOVEMBER 2010

From the Gartner Files:

CIO Alert: You Need Information
Professionals
To fully exploit information, enterprises need
to assign personnel to explicitly manage
it. Here, we describe eight emerging
information management related roles.

Overview
Enterprises are grappling with the discipline
of information management to reduce risk,
to make business operations more effective
and to realize value from information
assets. We have identified eight key roles
necessary for effective information life
cycle management. Of the eight roles,
the enterprise information manager is
fundamentally responsible for putting
in place within IT effective information
management across the enterprise.

Key Findings
• The vast majority of organizations see
the need to manage information as
an enterprise resource, rather than in
separate “silos,” departments or systems,
but they don’t know how to begin to
address the challenge, as it is so large.

• To fully exploit information, people are
needed to explicitly manage it. The
enterprises that are moving first to create
these roles, and train for them, will
be the first to benefit from information
exploitation.
• Professional roles focused on information
management will be different to that
of established IT roles. An “information
professional” will not be one type of role or
skill set, but will in fact have a number of
specializations.

• Create a new IT function focused on
creating training programs for businessbased enterprise information managers
and data stewards. These will be
domain experts who need to learn new
information management skills. See
“Toolkit: Best Practices in Defining an
Organizational Structure for Enterprise
Information Management.”
• Advise business unit leaders on how to
task and manage their new information
management professionals.

Recommendations

What You Need to Know

• Position or align information-focused
functions in the business.

To fully exploit information, companies
need to assign personnel to explicitly
manage it. These “information management
professionals” will be different to that
of established IT roles. Information
management professionals still need to
understand how IT systems work, but their
emphasis will be on understanding the
language of the business (e.g., the definition

• Start hiring more individuals
with information management,
communications and organizational
skills that can serve as cross-company
resources.
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of “sales” “products,” and so on) and the
structure of the business (e.g., common
hierarchies and roll-ups, such as customer
segmentation profiles, product hierarchies,
sales geographies, and so on). There
will not be just one of these roles — it will
have many manifestations, depending on
the business and its needs. These roles
will require a combination of domain
expertise and technical knowledge, plus an
understanding of information classification
and organizational techniques. In most
companies, the role or job title varies and
they are only now coming into existence.
Most still retain business-oriented titles.

Analysis
The enterprises that are moving first to
create these roles, and train for them, will
be the first to benefit from information
exploitation and big data. IT is changing,
that has become the accepted wisdom.
The questions that we are now answering
is how IT is changing and what new roles
will be required to prepare for the change.
Some of the roles that we have seen are
data stewards, information managers,
digital archivists and legal-IT professionals.
While titles and reporting relationships
may vary, the fundamental objectives of
the roles remain constant: to structure and
manage information throughout its life cycle
in order to better exploit it for risk reduction,
efficiency or competitive advantage.
To achieve their goals, information
management professionals work to improve
the consistency, usability and extensibility
of information as it is shared across the
organization. Whether the domain is
regulatory compliance in the pharmaceutical
industry or geological and seismic data
for oil and gas exploration activities, or a
360-degree view of customers, the new
roles will have certain skills in common.
Based on inquiries, surveys, client visits
and interactions at our events, we are
seeing information-focused roles develop
within specific business functions. Some
key examples have been in the area of
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legal and regulatory compliance and
master data management initiatives,
where the absolute business need to
produce consistent electronic information
has forced IT and legal/business to work
together to create cross functional roles. In
highly litigious companies, without many
exceptions, there are already departments
that combine paralegals, lawyers, IT security
professionals and records managers. There
is some degree of cross training among
these various professionals and the roles
are beginning to blend more and more.
These kinds of departments and new roles
are cross industry, but concentrated in those
that are regulated heavily, dependent on
the development of intellectual property
and/or highly litigious: financial services,
pharmaceutical, manufacturing, high tech
and insurance are those that are most likely
to have existing or nascent “information
management” roles and departments.
Many businesses are also adding data
stewardship roles to line business units.
Eight key information professional roles
are listed in Table 1. The drivers of EIM fall
into three categories: information risk/
liability, information value and information
optimization, governance and productivity.
By focusing on one or more of these
categories you can identify the objective of
the roles and the skills needed (see Toolkit
research listed in Recommended Reading).
Gartner has been addressing the challenges
of information management professionals
for nearly a decade. We maintain that
information management should be a
coordinated effort across the enterprise
— and we call it a coordinated approach
to information management — enterprise
information management (EIM). EIM is
often manifested as a program or initiative.
While organizational models for EIM differ
among early adopters, some essential
characteristics remain. All organizations
see the need to manage information as an
enterprise resource, rather than in separate
“silos,” departments or systems. Moreover,
those organizations that have positioned

their EIM team within the IT department
often view the information domain as
part of a three-pronged operation.
Specifically, organizations view information
management as a distinct function, on the
same level as application management (or
application development) and technology
or infrastructure management (or the data
center).
IT organizations will have to be more
creative about the structure and placement
of IT personnel. The traditional division of
IT into infrastructure and applications (that
is, one group overseeing infrastructure
and one group managing applications) is
already starting to fade as the predominant
organizational model for IT. Today, IT
organizations must consider issues such as
the strategy of the company, the business
goals and how decision-making power
is distributed in the organization when
designing the IT function. Also, consider
that different drivers exist for these roles:
information risk, information value and
information optimization/productivity.
We add a further dimension. Nondifferentiating functions’ (infrastructure and
some applications) management should or
cane be managed centrally, with no loss of
agility. Indeed, these are the applications and
their accompanying functions that can be
outsourced. Information-focused functions,
including some application management
and all data and content management
are best located closer to the business, in
other words, decentralized. That does not
mean to say there is no central support or
control. But this distinction does point to two
distinct management roles, with essentially
different domain areas. There will certainly
be technology-focused jobs now and for a
long time in the future. However, more and
more of the infrastructure of our operations
will be commoditized, outsourced and
eliminated. The age of utility computing is
upon us and the interest in cloud computing
is evidence of that. This does not mean that
internal IT is dead: it only means that IT as
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TABLE 1
Eight Key Information Roles
Driver

Role

Information Risk/
Liability

IT Legal Professional:
Responsible for establishing and maintaining a corporatewide program to ensure that information is inventoried
and accessible for legal and regulatory purposes. This position is responsible for identifying and cataloging the
information assets that could be the subject of litigation or regulatory investigation.
Records Manager/Digital Archivist:
Digital archivists are responsible for the acquisition and appraisal, accessioning, arrangement and description, and
preservation of a company’s long-term digital collections. Digital archivists take the medium- to long-term view, while
records managers take the short- to medium-term one.

Information Value

Business Analyst:
Interpreter of business processes, workflows and requirements into functional specifications for development or
application evaluation that will be used by various development teams, process owners and practice areas (such as
business intelligence, business applications and information management).
Knowledge Manager:
Responsible for delivering relevant, high quality, trustworthy knowledge for the target audience; map knowledge
to business needs; develop methodology for KM; research and gather required data; identify proper resources for
information; incorporate knowledge in the system; keep information current and fresh; focus on service improvement;
create a culture that values KM; ensure administration of the KM process; define KM strategy for success; monitor
knowledge usage; and focus on trend analysis.
Information/Data Scientist:
Responsible for mining, modeling, interpreting, blending and extracting information from large datasets and then
present something of use to non-data experts. These experts combine expertise in mathematics-based semantics in
computer science with knowledge of the physics of digital systems.

Information
Governance
Optimization/
Productivity

Enterprise Information Manager:
Promotes efficient management of information within business units by using policies and technology to collect,
process and condense the traditional and new sources of information that the business units produce. The objectives
of the EIM team lead or manager is to: develop, maintain and communicate the vision, strategy and goals of the
EIM program across the organization; promote an appropriate EIM organizational structure, which includes welldefined positions; develop and implement EIM governance processes including policies, procedures and standards
to ensure ongoing quality and security of information assets; achieve successful reuse of information assets to meet
consistency and efficiency objectives; assure EIM capital requirements are planned and approved within financial
management processes and executed within standard time frames and procedures.
Information/Data Stewards:
Ensure a direct and ongoing focus on achieving and maintaining the consistent quality of data. Data stewards are the
primary point of responsibility, accountability and activity for the assessment, improvement and ongoing fitness-forpurpose of critical data assets.
Enterprise Information Architect:
Reporting directly to the chief enterprise architect, the enterprise information architect articulates the organization’s
information-sharing strategy. This role defines the requirements, principles, models, designs, standards and
guidelines to ensure that enterprise information is consistent, usable and extensible across the organization. The
enterprise information architect is a peer to the EIM team lead. The enterprise information architect oversees the
creation of process, information or data models and the design of generalized interfaces for information-sharing
environments.

EIM = enterprise information management; KM = knowledge management
Source: Gartner (August 2011)
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we have known it will change beyond all
recognition. The truly exciting era of the
information age is about to begin, the part
in which technology does what we have
always wanted it to do: provide us with
information that we must have to do our jobs
better, improve our personal lives and allow
us to satisfy our intellectual and creative
needs, while benefiting our businesses and
achieving personal growth and satisfaction.
Yet, there are also risks to the widespread
availability and “openness” of information in
the hyperconnected age. That’s why today’s
information management professionals
must be skilled in techniques that address
privacy and protection concerns, and work
with their counterparts on data security,
disaster recovery and corporate compliance
policies to safeguard valuable data assets.
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Gartner’s advice to CIOs is to embrace
this change rather than to be swept along
(and out of the way) by it. Hiring more
individuals with information management
and organizational skills (data scientists
and information scientists) that can serve
as cross-company resources is something
that all CIOs should be doing. Creating
training programs for business-based
information managers and data stewards
(domain experts who need to learn new
information management skills, for example
in information reuse to meet consistency and
efficiency objectives) will constitute a new IT
function. And finally, advising business unit
leaders on how to task and manage their
new information management professionals
is something else that CIOs will be called
upon to do.

Tactical Guidelines
Examine your company strategy to assess
which competencies and roles are needed
for effective information management. The
fundamental objectives of an information
professional role is to structure and manage
information throughout its life cycle in order to
better exploit it for risk reduction, efficiency or
competitive advantage.
Source: Garrtner RAS Core Research Note G00214799,
R. Casonato, D. Logan, 2 August 2011

Reliable service delivery with
integrated application performance
and infrastructure management
Proactively managing problem resolution across the
organization
The ongoing challenge of uniting IT with the business
It is a common goal of IT departments across enterprises,
government agencies and service providers to determine the most
effective way to identify, locate and resolve problems affecting critical
business applications. One way IT has attempted to achieve this goal
is by forging a tighter bond between the activities of the application
performance and infrastructure management teams.
The unfortunate reality is that most application performance and
infrastructure management teams remain isolated in silos that
utilize niche solutions incapable of delivering the interdepartmental
visibility needed to ensure the reliability of critical services—or a rapid
restoration when issues arise.
As such, when revenue-generating applications like online
reservation systems and merchandise websites are not performing
as expected, it may take hours or even days to triage the problem.
The immediate impact on financial standing and brand reputation
can be devastating—as can the lasting effects of customers moving
to a competitor.
And, as many organizations know all too well, failing to uncover
a problem in a timely manner also has its share of costly internal
consequences. For example, the cumulative impact of employees
waiting for an application to respond quickly translates to lower
productivity—and significant frustration with IT.
Since the root cause of most problems often hides deeply within the
infrastructure or the application itself, creating synergies between
application support and infrastructure management teams—and the
various personnel who serve unique purposes within them—is the
only way to protect the organization and its brand.
To do so, application performance management team leaders
should convey the value of their department’s solutions to their peers
in infrastructure management, and recommend that they adopt a
tool that complements and integrates with the solution or solutions
the application support team currently utilizes. This will increase
the transparency of activities between departments and promote a
collaborative, speedy approach to problem identification, diagnosis
and resolution—before the ill effects are felt across the organization.
Achieving the high levels of visibility afforded by integrating disparate
tools—and, by extension, more closely aligning IT to the business—
requires that IT:

• Break down the barriers between teams
• Integrate application performance and infrastructure management
tools
• Think business services first

Break down the barriers between teams
Although many efforts have been made to shift IT’s focus to
integrated tools, it remains a difficult concept to enact because
of how traditional enterprise IT management is organized. As
individual domains gained profile and importance, IT responded by
creating autonomous silos—each with a unique set of personnel,
responsibilities, processes, language and cultures. In turn, this
narrow focus fostered tools that addressed the needs of each silo
only, without consideration for how they would interact within the
larger environment—a pattern to which application performance and
infrastructure management are no exception.
Yet, proactive communication between the two groups is essential
to ensuring the uptime and reliability of key business services—
and, most importantly, to prioritizing resolution activities based on
services most vital to the success of the organization. As such, it is
critical that these teams move away from this silo-centric approach to
management and technologies.
To do so, application performance management leaders should
advocate—with the full support of key organizational stakeholders—
the adoption of common tools to their counterparts who manage the
networks and systems that carry the application traffic. By eliminating
the technological barriers separating these two domains, IT will be
better positioned to develop a holistic management capability that
spans silos, determines if the root cause lies at the infrastructure
layer or in the application itself and ensures the uptime of important
business services.

Integrate application performance and infrastructure
management tools
Uniting the tools used by application performance and infrastructure
management personnel requires a vendor that can provide the outof-the-box integration to facilitate communication and collaboration
between domains. Though this may push infrastructure management
teams to change the tools they use, the right solution should improve
the efficiency and credibility of IT across the organization.
Implementing infrastructure management tools that integrate with
existing application performance management solutions yields a host
of new capabilities, enabling IT to:
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• Link application and infrastructure performance to provide
transparency across two domains that routinely impact one another
• Isolate, diagnose and triage the root cause to the domain where
the problem originated, and dramatically reduce mean-time-torepair
• Automatically notify appropriate personnel of issues to prevent
wasted effort chasing a problem that’s not in a specific domain
The proper integrated management solution should provide:
• Automatic, real-time infrastructure and application discovery and
dependency mapping
• Proactive performance monitoring and automated thresholding
• Physical and virtual systems monitoring, even for the most dynamic
environments
• Application performance and end-user experience monitoring
To reap the benefits of these capabilities, application support
professionals should reach out to their counterparts on the
infrastructure side of the business to discuss how integrating best-ofbreed tools will improve the individual and collective performance of
each team, as well as satisfaction at the end-user and business levels.
When application performance and infrastructure management
teams employ an integrated solution, procedural changes become
infinitely easier to achieve. By leveraging integrated resources that
improve individual capabilities—while enabling greater visibility
between departments—IT can evolve to a much more proactive
state. Rather than waiting for the next alarm to sound, these teams
will be poised to anticipate, identify and eliminate an issue before the
business—and its users and consumers—are aware the problem
existed. Moreover, personnel in these departments can prioritize the
resolution of incidents and problems based on the potential impact
to the business—enabling them to transition away from restrictive,
traditional policies to those that truly align IT with enterprise needs.

Think business services first
Possibly the most important result of integrating infrastructure
management tools with an existing application performance
management solution is the significant change in the mode of thought
across these departments—from individualism to a business-servicefocused view. Shifting this paradigm emphasizes the importance of
the services that IT supports and will, ultimately, forge a tighter bond
between IT and the business.
Not only does this mindset help to protect organizational and brand
reputation among internal and external consumers alike, it will also
prove the value of a tighter connection between the two teams. And
because business services rely on performance and availability at
both the application and infrastructure levels, ensuring a reliable
delivery will only become easier when both departments have
access to solutions that enable increased cross-domain visibility,
collaboration and cooperation.

About the solutions from CA Technologies
CA Infrastructure Management, CA NetQoS Performance Center, CA
Systems Performance for Infrastructure Managers and CA Virtual
Assurance for Infrastructure Managers come together to form an
integrated platform for managing performance and availability
across the infrastructure. When combined with CA Application
Performance Management, these solutions deliver visibility and
control that covers the widest breadth of IT assets—including
physical and virtual systems, voice and data networks, multi-vendor
databases and applications, as well as the business transactions that
traverse this complex environment.
Moreover, the integrated toolset helps enterprises to:
• Discover individual assets automatically, • creating a software
model of the entire infrastructure and producing an intuitive GUIbased map of the overall environment
• Take corrective action before customers are impacted—
proactively identifying a performance degradation before it
negatively impacts business services
• Quickly find the root cause of IT incidents and problems to eliminate
finger-pointing and multiple teams chasing the same issue
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• Leverage advanced traffic analysis functionality to determine which
applications are impacting infrastructure performance and aid in
capacity planning
• Create “what-if” scenarios to provide capacity projections,
enabling proactive avoidance of degradations and outages from
over-utilization and the ability to consolidate or decommission
underutilized devices, such as links and circuits
CA Technologies infrastructure management solution offers:

CA Technologies (NASDAQ: CA) is an IT management software and
solutions company with expertise across all IT environments — from
mainframe and distributed, to virtual and cloud. CA Technologies
manages and secures IT environments and enables customers
to deliver more flexible IT services. CA Technologies’ innovative
products and services provide the insight and control essential
for IT organizations to power business agility. The majority of the
Global Fortune 500 relies on CA Technologies to manage evolving IT
ecosystems.
Source: CA

• Patented technology for automated root-cause and impact
analysis that helps organizations dramatically reduce the time it
takes to deploy and maintain the solution while also increasing
problem-solving efficiency, both of which lead to a lower total cost
of ownership than alternative approaches
• Patented technology for proactive performance management that
automatically informs IT about degrading conditions so issues
can be addressed before they negatively impact business service
delivery to both internal and external users
• Market-leading traffic management capabilities that provide
visibility into application behavior from an infrastructure
perspective
• The most efficient technique for monitoring and managing
application performance across both distributed and mainframe
computing environments
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About CA Service Assurance
IT is increasingly measured by its relationship to revenue, employee productivity and business success and its ability
to adapt to change. CA Technologies Service Assurance portfolio is a mature, integrated portfolio that provides endto-end visibility into business services, applications and transactions linked with top-to-bottom insight over the entire
infrastructure. Providing great service in a consistent manner, meeting SLAs and having the agility in your infrastructure
to roll out new services quickly and efficiently is just table stakes in today’s complex IT environment. No matter what
business you are in, service assurance is critical to your success, and CA Technologies can work with you to help you
deliver the service your customers demand.
For more information about CA Service Assurance solutions, visit us at http://www.ca.com/us/service-assurance
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