Spotlight on Mobile
& Cloud Security

Sponsored by

Directions

Mobility — a godsend and a nightmare				

turn to pg3

Managing the mobile security paradigm				

turn to pg7

The magic of mobilty vs the safety of security			

turn to pg10

Smartphones: the grey area of enterprise security			

turn to pg13

Enterprises baulk at BYOD						

turn to pg16

To cloud or not to cloud							

turn to pg18

Think cloud – think strategy – think “Sun Tzu”			

turn to pg20

Managing security in the cloud					

turn to pg23

Navigating the cloud security minefield				

turn to pg26

Almost 30 per cent of enterprises budgeting for Cloud:
Connection Research							turn to pg27

Spotlight on Mobile & Cloud Security

3

Mobility — a godsend and a nightmare

Investigating the leading edge of mobility, and
the bleeding edge of security risks it brings

The bring-your-own-device (BYOD) movement
has proven to be both a godsend for workers and
a nightmare for CIOs, especially when it comes to
securing the data they carry.
Allowing workers to have greater choice in
the tools that they use has undoubtedly raised
employee satisfaction levels and — in theory
at least — their productivity. But for CIOs it has
meant ceding control over their organisation’s
standard working environment, and ushered in a
range of new concerns regarding how to secure
those devices and the systems that they access.
Reports of numerous incidences of notebooks
and smartphones being left in taxis and airport
lounges have only served to highlight the
potential dangers of employees carrying critical
information outside of the boundaries of their
work environment.
A report released in March of this year by
Web security company Websense found that
in the previous 12 months more than half of
the Australian organisations surveyed had
experienced data loss resulting from employees’
use of insecure mobile devices, while 48 per
cent reported an increase in viruses or malware
infections because of mobile devices. The Global
Study on Mobility Risks report also found that 61
per cent of 300 Australian respondents believed
that the use of mobile devices in the workplace
was important to achieving business objectives,
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but 85 per cent believed that these tools put
their organisations at risk. Only 36 per cent
had the necessary security controls to address
the risk, and only 45 per cent had enforceable
policies.
“Two years ago you couldn’t easily get people
around a table to talk about these things,
whereas now you are turning people away,” says
Alison Higgins-Miller, vice-president for APAC at
Websense. “If you are a CIO of an organisation,
regardless of size, you are extremely concerned
about your ability not only to protect those
devices that you might be able to have some
control over, but about all those ones that you
have absolutely no control over.”
Despite these concerns, the march towards
greater mobility seems inevitable, and it is
being driven very much by users. In 2011,
Optus surveyed IT and HR managers across 320
organisations. The results revealed that the takeup of tablets outside of executive management
ranks was accelerating much more quickly than
thought, particularly with field based workers,
with organisations expecting adoption to leap
from 4 per cent to 35 per cent over the next
three to five years. Optus’ general manager for
product marketing in mobility and convergence,
Philip Parker, says the other key trend identified
was BYOD.
“In a lot of organisations we are seeing staff

4

pushing organisations to allow them to bring in
their own devices,” Parker says. “The number of
organisations that are going to allow their staff
to bring in their own tablets is going to increase
from 23 per cent to 55 per cent.”
Parker says there has been a corresponding
increase in interest in mobile device
management (MDM) tools, to ensure that
sensitive information is managed and
secured appropriately. Often this starts with
implementation of a virtual private network,
followed by the securing of the device itself
through deployment of MDM.
“We don’t suggest one solution fits all, but
with this proliferation of BYO devices it is
increasingly more important that, if we are
going to allow these devices to access the
corporate network, they look at a mobile device
management solution.”
But a divergence is opening up in the approach
that CIOs can take. The first choice is to pursue
the ‘app’ model popularised by smartphones,
where large amounts of data are stored on the
device itself. This leads to reduced reliance on
connection to the organisation’s resources, and
while more convenient in some circumstances,
dictates a security model based on securing the
device itself.
The alternative, however, is to follow the ‘Cloud’
model, where the intelligence resides within the

network, and the remote device is primarily a
smart browser that is heavily reliant on constant
connectivity. This predicates a security model
based on authentication and securing access
through the device to corporate resources.
The proliferation of devices in the field has
led to a similar explosion in the number of
companies lining up to help secure them,
including Good Technology, AirWatch and
MobileIron. For the Bank of Queensland (BOQ),
its implementation of BYOD was designed
to provide better support for mobile staff by
enabling them to use a wider range of devices.
The bank selected a security solution from US
company Good Technology
to secure its access to corporate services such
as email.
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According to BOQ’s group executive for IT and
operations, Chris Nilon, the new implementation
replaced a regime that was too restrictive with
regards to both security and the types of
devices supported.
“We needed a solution that didn’t restrict
or secure the device — it needed to provide
users the freedom to use the devices as they
were intended,” Nilon says. “Our focus was to
secure our data and control what matters to our
business the most — our information. We also
needed to support a reasonable range of market
leading devices, so it needed to have support for
both Android and iOS.
“Ultimately, the device
cannot be 100 per cent
secure. It is the data that is
critical after all.”
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Nilon says the majority of users can now
support themselves, which has effectively
removed the need for his IT department to
provide a comprehensive support model
for them.
“Generally speaking, most users today are
comfortable with mobile devices, and they
require minimal support for the mail application
itself, which is a bonus,” he says. “Handing staff
the control and responsibility over the device’s
use has been overwhelmingly appreciated.”
Nilon and his group are now investigating into
expanding the solution to better enable secure
file and document management. Technology
services company CSC is another organisation
that has pursued a BYOD strategy. CSC has
historically been a user of Research in Motion’s
BlackBerry devices, but its chief technology and
innovation officer for Asia-Pacific and Japan,
Bob Hayward, says that as its own clients started
adopting other smartphones and tablets, so too
did its workers demand the ability to use a wider
variety of devices.
“It is rare to attend a meeting today with a CIO
or board member who doesn’t refer to mobile
devices as permanently changing the way their
business works”
Hayward says workers had taken to carrying
two or more devices in order to get around
CSC’s locked-down devices. “It was a drain on

productivity and people were getting confused
by the number of different passwords they had to
remember,” Hayward says. “And more worryingly,
we were convinced that they were probably
using their personal devices for a lot of work
anyway. So the horse had already bolted, and
we needed to reinforce policy in a corporatesanctioned way rather than let it go feral.”
Eighteen months ago CSC undertook
an extensive analysis of the players in the
MDM market, and opted to introduce Good
technology. Hayward says that it is BlackBerry
Enterprise Server (BES) that has been the jewel in
Research in Motion’s crown, but MDM companies
such as Good Technology mean that CSC can
replicate that experience for Microsoft Exchange
and Lotus Notes users on non-BlackBerry devices.
About 5000 of CSC’s workforce are now using
Good Technology solutions, and Hayward rates
it as being at least as strong as BES in terms of
security and policy implementation.
CSC has also deployed virtual desktop
infrastructure so that workers can use Mac
computers if they prefer. “I think MacBook Air is
one of the most popular devices we see at CSC
these days,” Hayward says. “Has this led to us
being able to recruit more easily? Probably not.
But it certainly makes people happier when they
are doing their work.”
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Hayward says CSC is also keen to explore an
offshoot technology called Good Dynamics,
which enables developers to integrate Good’s
control, administration and security features
directly into applications. CSC is also using
BoxTone to provide management and device
integration into CSC’s enterprise service
management tools, including BMC and Tivoli.
Other MDM providers are finding fertile
territory in Australia. The Sunshine Coast
Regional Council (SCRC) for instance has
deployed Optus’ MDM solution based on
software from Californian company MobileIron.
SCRC commenced deploying MobileIron to 100
users in August last year, and that number has
since reached 800.
Optus’ MDM solution gives SCRC policy control
on corporate and BYOD smartphones, along with
visibility of what devices are attempting to access
its Exchange environment and remote block and
wipe of stolen devices.
The vice-president and managing director at
security technology company Symantec, Craig
Scroggie, says it is rare to attend a meeting today
with a CIO or board member who doesn’t refer to
mobile devices as permanently changing the way
their business works.
“Mobility is a critical business tool, and we
are talking about running line of business
applications,” Scroggie says. “The stats we
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have from are that 60 per cent of businesses
are running line-of-business apps from
their handheld.” Scroggie believes the key
consideration in security is authentication —
ensuring that users really are who they claim
to be. He says that in most instances customers
are not keeping information on mobile devices,
apart from a small amount of email that has been
pushed down.

“Senior executives never really
took to desktops or laptops very
well, but as soon as the tablet came
out, it seemed to move into every
boardroom in our clients globally
in a matter of months”
“That is one constant that every customer has
today,” Scroggie says. “Identity verification, from
outside the company or inside is absolutely
critical. But there are more than 800 supported
mobile devices today, and what most companies
are coming to accept is they just can’t have a
standard operating system anymore.”
Hayward expects many other Australian
organisations to adopt MDM in coming years
as they yield to user demand for more flexible
device policies and working environments.

“Senior executives never really took to desktops
or laptops very well, but as soon as the tablet
came out, it seemed to move into every
boardroom in our clients globally in a matter
of months,” Hayward says. “It has been the killer
device for senior executives. And so in terms of
visibility for the IT organisation, it is totally top
of mind.”
According to Hayward, neither model of
device-based or network-based security is
winning out today.
“We’re seeing intensive interest in both,”
Hayward says. “The really exciting features for
enterprises of MDM are around encryption,
enforced passwords, containerised apps within
the device that prevent cut and paste and clean
the device when lost. Those are the things that
people are looking for in the MDM space.
“But they are asking what they need to move
to server-based solutions, either internally or
externally hosted.”
Hayward says the changes are in line with an
evolution of the role of corporate IT from being
a provider of solutions to become a broker of
solutions.
“The modern IT environment should be
somewhat akin to the experience you get when
you walk into an Apple store, where you have
dozens of people in blue shirts coming to help
you,” Hayward says.
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There have been profound changes in
recent years in the way that people work.
Mobility, virtualisation and globalisation have
extensively altered how business is conducted.
These changes mean that updated and
upgraded security systems are needed
to ensure data security.
There are new collaborative methods to help
companies manage their information systems,
solutions for virtualising information applications
and cutting excessive investments are springing
up and fresh hardware is delivering more
mobility every day. But with these altered usage
patterns come new threats and risks to security.
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Professional and personal data confusion

Threats

Mobility is becoming an increasingly important
aspect of business, and workers using devices
such as smartphones or tablets to access the
corporate network are quickly becoming
ubiquitous.
However, there is a trend towards employees
bringing their own device to work and using their
personal smartphone or tablet for professional as
well as personal purposes. This consumerisation
of computing, with its permanent connection to
the corporate network, increases the potential
danger of data leaks if the device is lost or stolen.
There is an increased risk of professional/personal
data confusion, potentially resulting in legal
penalties for the business and serious risk of virus
and malware issues, as many personal devices are
not properly protected.
Recent technologies such as cloud computing
and social networking are helping to create
these new usage patterns and ways of sharing
information. These changes require a much
higher level of transparency. Considering
many organisations are increasingly subject
to compliance regulations, it is vital to have
strong and secure information systems in
place. Companies need to identify and protect
confidential information and show due care and
diligence in protecting this information, not just
for their own privacy but also for their customers.

Threats to companies are proliferating at an
exponential rate. On average, there are 2,000 new
threats every day adding to the estimated 45
million viruses already in circulation.

“Companies need to identify and
protect confidential information
and show due care and diligence
in protecting this information, not
just for their own privacy but also
for their customers”
Attacks are more targeted and sophisticated
than ever before, representing a substantial
threat to businesses, government and sensitive
infrastructures such as the military, utilities,
hospitals and others. This makes having
appropriate security defences in place for mobile
devices paramount. With so many threats out
there, the chance of a breach is just too high.
For internal protection against these
clandestine threats, strong security infrastructure
is required to protect organisational
communication and information systems and
ensure that everyday business is not disrupted.
Different solutions to consider include firewalls,

filters for incoming and outgoing web and mail
data, IT infrastructure segregation for extranets,
partner networks and strong intrusion detection
systems that can identify unusual activities and
suspicious behaviour and stop threats from
infiltrating the corporate network.
External end-user protection is also crucial and
may initially seem like a straightforward issue, but
becomes increasingly complex when you factor
in the multiple devices in use by many workers,
in many locations. There are many security
systems to consider, such as user authentication
and authorisation, secure communications
between users and corporate networks, security
monitoring to provide transparency and
validation of the compliance process and day-today security reports and monitoring.
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A balance between protection
and freedom
However, it is critical to maintain a balance
between protection and freedom, as too
much complexity within security systems
can overburden the network, slowing down
application response times and making it
difficult for employees to access the network
when needed.
Too many different solutions can also have
the undesirable result of creating loopholes
and system vulnerabilities, making it easier for
cybercriminals to infiltrate the network and
exploit confidential information.
Implementing appropriate security for the new
working paradigm may seem like a formidable
challenge. However, mobility does not have to be
a risk for organisational security – with the right
solutions in place, it can create new efficiencies
and cost savings while allowing the workforce to
work anytime, anywhere.
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Mobility has become a key part of business operations in recent years.
Smartphones and tablets have become an accepted part of everyday
business as the workforce becomes more and more dispersed, with managers
expecting their employees to remain connected and productive while they are
away from the office.
However, rather than being issued a separate device, employees are
increasingly using their personal devices for business purposes – opening
a big can of worms around what is the appropriate level of security on a
personal device used for work.
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Next-generation opportunities
Basic applications such as email, calendaring
and syncing contacts on smartphones or
mobile access to CRM and ERP systems are just
the beginning. Before long, companies will
be deploying and utilising next-generation
apps with consumer-like functionality – such
as using GPS, the camera and social networks.
For example, a marketing manager may snap
a photo of a competitor’s billboard and tag it
in a database for market research, or use social
networks during a meeting to access information
for reference or demonstration.
The real challenge for businesses is how to
balance this revolution in technology and ways of
working with the need to maintain organisational
security. IT departments may want to disable
camera functions on smartphones to protect
data, or ensure that any data on an employee’s
phone is encrypted, but users are unlikely to
accept such major limitations on their
personal devices.

Mobile Enterprise Challenge
In the past, most IT departments have tried
to manage the increased complexity of mobile
devices by limiting the number of platforms
supported, such as only allowing a BlackBerry
as a smartphone, or Windows laptops for
computing. However, this approach is no longer
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particularly practical as the influx of consumer
devices into the workplace continues to rise.
Trying to force such a policy onto employees
would likely result in poor adoption of
the service.

“The real challenge for
businesses is how to balance this
revolution in technology and
ways of working with the need to
maintain organisational security”
So what is a business to do? All in all, the
mobile enterprise needs the same support as
offered to standard PCs. As mobile devices have
become progressively more complex, they have
the same issues as PCs, such as data security,
data management and application support. Plus,
with companies embracing more than just one
mobile platform, the IT department will need to
invest in tools that can manage devices powered
by different operating systems. Typical mobile
device issues that will need to be secured and
managed include assets and settings, passwords,
connectivity control and software deployments
and updates.
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Mobile strategies
Obviously, the biggest potential management
headache for IT departments is security.
Considering the average smartphone has 8GBs
of memory, employees have enough potential
to put a serious amount of corporate data at risk
through a compromised device, or by losing it
altogether.
Designing an appropriate security policy is
crucial for mobile application deployment as it
gives enterprises the platform and confidence
to do so much more with their mobile strategy.
There are three cornerstones of security that
need to be covered when developing a mobile
device strategy:
• Confidentiality: ensure that data is not
shown to the wrong people
• Integrity: ensure that it is not possible to
make unauthorised changes to either data
or the system
• Availability: ensure that the data is available
at all times for authorised users.
Security tools also need to be able to
support a range of activity such as patch
management, keeping applications secure with
no vulnerabilities, protecting against malicious
code and blocking unauthorised device access to
corporate resources. In addition, they also need
to give the enterprise the ability to remotely lock
or wipe devices and enforce the encryption of
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confidential data.
Taking the time to develop an appropriate
mobility strategy is vital for enterprises. With the
right protocols and security in place, employers
and employees alike can reap the benefits of
increased flexibility and efficiency.
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Senior executives on the hunt for greater
mobility are pushing for smartphone and tablet
adoption in the enterprise, but can these devices
be adequately secured?
The security challenges, in some ways, are no
different to managing existing infrastructure - the
smartphone is just another device in the overall
ecosystem that needs controlling.
On the other hand, unlike a simpler feature
phones, the smartphone or iPad can in theory
support business applications on platforms
that often lack the set of tools normally used to
manage PC risks, ranging from staff installing
malicious apps and jailbreaking devices, to
inadvertently or intentionally leaking corporate
data.
“Overall security of mobile environments for
companies is very much a grey area,” Drazen
Drazic managing director of Australian security
consultancy, Securus Global, told CSO.com.au.
“There is little in the way of monitoring and the
anti-malware side of things is weak.”
Still, the demand for mobility is there and
it is resulting in an increasing number of
engagements to test mobile security.
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“It is ramping up – in particular for the banking
and finance sector but also for other companies
who are testing things like third-party email
applications and the like,” he said.
Companies are eager to press ahead with
deployments despite some serious shortcomings
in the organisations’ understanding of security
and a device’s various strengths and weaknesses.
For example, Android does not offer antiexploitation technologies, while all smartphone
devices see each other over a 3G network,
said Drazic.
A third, perhaps lower security risk but one that
may disrupt operations that depend on a mobile
application, is that in the case of Android, the
hardware vendor can issue an over- the-air patch.
Symantec’s recent report “A Window Into
Mobile Device Security”, which pitted Android
against iOS, argued that in-built security features
such as sandboxing, access control, data wiping
and device encryption made them superior to
their desktop roots, but noted weaknesses
in both.
But Securus’ Drazic disagreed that the
built-in security of iOS and Android were an
improvement. In fact, they were just the same as
their “broken” Linux and iOS predecessors.
“The built-in security model is the same as that
of local Linux (Android) and OS X (iOS) users. It’s
a fundamentally broken model, as these devices
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don’t have decent protection against local
(kernel)exploits. Every hacker and his dog has
private local privilege escalation for the platforms
they’re attacking,” he said.
Jailbroken iPhones more secure than ‘legit’
handsets Still, Apple’s greatest defence, at least
in terms of keeping malware at arm’s length,

“Companies are eager
to press ahead with
deployments despite some
serious shortcomings in the
organisations’ understanding
of security and a device’s
various strengths and
weaknesses.”

was its application vetting and certification
process. So far this has kept malicious apps off its
marketplace, but as the recent PDF jailbreaking
exploit shows, there are other ways to bypass
this, and for now no way to protect it during the
time it takes for Apple to release a patch.

The iOS PDF vulnerability was not known
to have been exploited by criminals, but
the German Federal Information Office was
concerned the point-and-click method of
jailbreaking the device could lend itself to a
targeted trojan attack on senior executives.
If such an attack were launched, antivirus firm
F-Secure envisioned an effective way to lure a
victim would be to hide the exploit behind a
Twitter link.
The great irony of that situation was that until
Apple issued a patch, jailbroken iPhones that
applied the non-Apple patch supplied by the
maker of the jailbreak were more secure than
non-jailbroken ones, F-Secure’s chief researcher
Mikko Hypponen told CSO.com.au.
But does a lack of antivirus for iOS really
matter? For now at least,not really, John Engels,
Symantec’s mobile team product manager told
CSO.com.au.
“It hasn’t mattered historically, but as we see
more of the jailbreaking PDF threat that we see
now, this could become increasingly greater.
“The big risk is that as people start to use this
to access sensitive corporate information, and
unfortunately there is no protection against that.”
While Apple’s approach to securing iOS was
“admirable”, the real risk for the enterprise
comes from people using apps they probably
should not.
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“The problem is not that there is no security,
but that I have no wayto control what apps
people run on this. And if you’re running an
inappropriate app, it could create a liability for
the enterprise that
they can’t handle,” said Engels.
Perhaps a more important question may be why
corporations are allowing mobile devices to store
corporate information, itself symptomatic of a
deeper carelessness towards securing data that
has carried over from PC security management.
“It’s tough out there,” said Drazic. “Even now,
most companies don’t encrypt their PCs and
laptops so of course there’s a heap of data
leakage issues. Mobile environment, no different.
A bigger question is, why is sensitive data being
stored on a mobile device?
“The most common scenario would be things
like email, but these generally traverse the
Internet cleartext anyway.”

Is Android is the new Windows?
Android’s antivirus story is quite different.
With a steady count of malware, any corporate
deployment of Android should include
antivirus,Engels suggested.
Security vendors have hedged their bets on
the Android as being its next Windows desktop,
thanks to Google’s unwillingness to vet new apps
for security risks. There are over 300 antivirus
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applications on Android Market, including
usual suspects Kaspersky, AVG, Symantec’s
Norton and McAfee, and the most widely-used
product, Lookout.
But even here, malware authors are exploiting
Google’s weak vetting process. A fake Kaspersky
Antivirus 2011 popped up recently, which
captures and syphons-off SMS messages to a
server under the attacker’s control.
The latest in a steady stream of trojans was a
mobile version of the banking malware Zeus,
veiled behind a fake version of Trusteer’s Rapport
SMS out-of-band solution for transaction
authentications.

Jailbroken Android or iOS devices present
an interesting challenge to organisations.
Symantec’s current Mobile Management
product cannot detect if a device is jailbroken,
and has relied on Microsoft’s ActivSync and
Exchange to pass down policy. The existing
product lacked an “agent” on the end device,
however, a new version due out in August will
allow administrators to set a policy to block
jailbroken phones, said Engels.
“When you put the app on authenticate
yourself, the first thing it does is ask whether it is
a jail broken device and is it the right OS level.”
Some mobile management products, such
as Good for Enterprise, can do this already,

however a quick view of MacRumour’s forum on
the matter indicates the likely response to this
measure will be that staff seek a way to bypass
the lock-out.
As for antivirus, Engels believes the way forward
for Symantec on the iPhone, will application
controls, where administrators have a tool to
black- or whitelist applications according to
company policy.
It could limit potential risks arising from, for
example, the recent bug in wildly popular cloud
sharing service, DropBox, which briefly allowed
any password to be used to access the accounts
of its customers.
“The biggest risk is now that I have a mobile
device, you download DropBox to share
information, the company has no visibility to it,
and no control.”
On the other hand, it’s just another potential
leakage point for the organisation on top of
desktop USB ports that are not locked down
or monitored.
“If they haven’t done it for the broader
environment, they shouldn’t rush off and do it for
mobile first, but look at the desktop and email
side to minimise the stuff getting to the mobile in
the first place.
Traditional data leakage protection can help
with that, and scan all devices, including mobile,”
said Engels.
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Enterprises
baulk at
BYOD

Majority believe BYOD presents security challenges
that puts their organisation at risk
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Perceived high costs, security concerns and
confusion around the bring-your-own-device
(BYOD) trend has many enterprises hesitating to
expand their BYOD programs, according to new
research conducted by Forrester Consulting and
Juniper Networks.
Although 57 per cent of the 205 IT decisionmakers in Australia and New Zealand who
responded to the survey, said they had adopted
some form of BYOD, almost half had chosen not
to expand their existing programs.
John Brand, analyst at Forrester Consulting
told CIO that organisations were finding it hard
to distinguish which BYOD solution was best
and were concerned about security risks and the
additional cost of implementing BYOD programs
against tightening IT budgets.
“I think there’s a lot of confusion, people
waiting for others to lead the way,” said Brand.
The direct cost of BYOD was high with one-third
of respondents expecting initiatives to cost more
than 1 per cent of their annual budget.
“IT budgets are mostly staying flat and often
being reduced,” said Brand. “In some cases,
budgets are being dramatically reduced so an
additional 1 per cent cost supporting end user
devices, whether they are BYOD or corporate
owned devices, is significant.”
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identity and access management.
BYOD was also a distraction
and only 37 per cent were well
prepared for BYOD despite the
fact that the industry had been
proclaiming
the trend towards mobility for ten
years, Forrester said.

Still, users wanted to bring
their own devices to work and
enterprises were being forced to
respond quickly to the trend.
“Whether that is the right
approach or not is something that
will play out over the next few
years when people realise that it
[BYOD] hasn’t saved them money,
it has cost them money in some
cases,” said Brand.
Mark Iles, vice president,
Australia/New Zealand at
Juniper Networks said BYOD is
a fragmented market and many
offerings only fix one problem.
He said organisations were not
looking at BYOD holistically
and were deploying “point
solutions for what is not a
point solution problem.”

BYOD for a limited group of
users

Security challenges a concern
The majority of respondents (76
per cent) felt that BYOD presented
security challenges and put their
organisations at risk. Ironically, 78
per cent reported little to no impact
from security incidents as a result of
deploying BYOD.
Almost three-quarters (71 per cent) of

respondents expected security management
and operations overheads to increase as a result
of BYOD and 67 per cent expected architectures
to be more complex. Furthermore, 58 per cent
believed BYOD involved a complete rethink of

Brand suggested that
organisations were rolling out
BYOD initiatives to a small group
of users, such as senior managers,
and once they had satisfied those
users, they felt like the work had
been done. This would explain why
many enterprises have chosen not
to expand their BYOD programs.
“One of the fallacies is that the
younger generation is driving
BYOD and it’s about retention of
skills and making the organisation
an attractive place to work,”
said Brand.
“There’s probably a certain amount of truth
to that but from our experience, it’s much more
around the demands from senior executives to
have access to their information.”
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To Cloud
or Not
To Cloud

In today’s uncertain times, cost-savings are
a primary focus for executives. Cloud services
do seem to offer a silver bullet solution when it
comes to infrastructure and ancillary IT services.
It does sound a little bit like the late 1990s and
early 2000s when outsourcing and offshoring
seemed to be the answer to an effective cost
management. There was no project or initiative
that would not consider either outsourcing
and/or offshoring. Today, this seems to be the
case today for cloud services — every project is
required to consider what it might offer.
Cloud computing does offer potential cost
benefits to businesses and government agencies.
Major deals have been struck by big vendors
such as IBM, HP and CSC in the past 2 years,
and there has been a big push by US and UK
Governments to adopt cloud services. The
US federal government’s Cloud First strategy
requires agencies to consider cloud computing
as an option in any major IT acquisition and each
federal agency must complete at least one cloud
project by the end of the year, and two more by
June 2012.
If the US Government is doing it, and Salesforce.
com (for example) touts big industry names
like FujiFilm, Google, medibank, Australian Air
Express and Dell as cloud service customers, it’s
a no-brainer for the rest of us? Well maybe, but
don’t be blindsided by simple cost savings.
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The US Government has just released its
Cloud Security Guidance through NIST, and
other open source organisations like the Cloud
Security Alliance have made sure there is industry
guidance available to help organisations make
the right decision.
So the right decision isn’t simple? Don’t
forget, you are putting your data in the cloud,
and the security and protection of your data
is key, never more-so than in the cloud. There
are other considerations that you therefore
need to take into account. Items like service
level agreements for availability of the service,
incident management, growth on demand
through compute and storage can all impact the
simplicity of your decision.
From a security perspective, the following
might help your decide to cloud or not to cloud:
1. Ensure that the cloud services model you
chose aligns with your risk tolerance and
acceptance thresholds, and that the cloud
services model is commensurate with the
sensitivity and/or classification of the data
being stored/processed in the cloud.
2. Understand and document clear data
ownership obligations and accountability
of actions in the event of a breach.
3. Ensure your legislative obligations for data
protection and management are addressed.
4. Understand where your data is being
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hosted and any impact the host country’s
privacy laws will have on your data.

“Ensure and validate the
cloud service provider’s
police check and employee
vetting procedures.”

5. Understand the legislative obligations that
foreign owned vendors may be subject to
(with regards to their local country’s laws)

whilst operating within your country.
6. Understand the architecture of the cloud
service and the proposed solution to
ensure the isolation of tenant applications
is appropriate and in line with your policies
and data security standards.
7. Ensure the cloud services provider
has a secure gateway environment
that is certified by an authoritative third
party and the infrastructure is using
validated products meeting federal or
national standards.
8. Ensure there is strong encryption at the
gateway, further supported by robust
threat monitoring and secure logging of
all access to applications and infrastructure
instances hosting your data assets.
9. Ensure and validate the cloud service
provider’s police check and employee
vetting procedures.
10. Ensure the cloud services provider has
robust incident response and breach
notification processes in place that are
in-line with your own security incident
response processes, and that they will
support forensic investigation if required.
11. These 10 security considerations will
give you a quick snapshot. If you do
decide to cloud, there are more in-depth
checklists available.
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Think cloud – think strategy – think “Sun Tzu”
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The steady rise of cloud over the last few years
across the software, infrastructure and platform
domains has forced most technology business
leaders to stop and take note. The voracity with
which the perceived value and adoption of cloud
computing and cloud Services has grown should
be viewed and actioned as a strategic initiative
and not a tactical undertaking with short term
goals and limited benefits. To move things along
and provide context I turn to Sun Tzu’s “The Art
of War”, that helps identify strategy elements
required by executives and senior management
grappling with the challenge of cloud.
The three stratagems extracted from Sun Tzu’s
“Art of War” as they relate to cloud strategy are:
1. “Know thy self, know thy enemy. A
thousand battles, a thousand victories.”
2. “Victorious warriors win first and then go to
war, while defeated warriors go to war first
and then seek to win.”
3. “Strategy without tactics is the slowest
route to victory. Tactics without strategy
is the noise before defeat.”
So “Sun Tzu?” you must be thinking, well
read on.
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1. “Know thy self, know thy enemy.
A thousand battles, a thousand victories.”
Considering I am not an expert in Sun Tzu, I have
resorted to explanations that are available across
the WWW. For this one the explanation goes that,
when you know your own position and the
position of your opponent it is easy to
figure out their tactics and
how to overthrow them with
your own.
Now in relation to cloud
strategy, I am not saying
that the vendor and service
providers are enemies but
there is truth in knowing
what your organisations
strategy is when it comes
to on boarding cloud
services. What questions
would be required to be
asked to ensure that the
information, in regards to
the capability of the cloud, is
grounded in reality.
Also, what would be the common
ground between the organisation’s
maturity uplift requirements for using cloud
services, and the vendor’s participation in
bridging that gap? How will the organisation be
in a position to ensure that no false promises are
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being made and that the vendors will be able to
deliver and add to the organisation’s capability–
and not become yet another area which will
require constant management effort and input?
This would be contrary to the strategy of cloud
sourcing—to support business
optimisation. What identified
steps are required to be
undertaken to commence
the consumption of
cloud services?
Hence: “Know thy
self, know thy
enemy”.

2. “Victorious
warriors win first
and then go to
war, while defeated warriors go to
war first and then
seek to win.”
The explanation for
this one suggests, you
simply cannot trust
luck. It is better if we work with
the assumption that luck will never be by our
side. This will force you to stand on your own
feet. You will feel more stable, which is a good
thing, now you need to depend on your strategy

of attack. Getting into a competition without
really knowing what is going on; will result in a
most definite loss on your behalf. Thus, do your
research well before acting, this is how you win.
For cloud strategy, my view is that an
organisation is required to outline its entire set
of assets and services that are required to be
serviced. From this set, outline which services
are core and non-core, following that with an
analysis of what would be most beneficial for
the business, cloud sourcing core services or
non-core services. This analysis will also identify
the process gaps that require being remediated
to appropriately manage the services within
the cloud. As no strategy should be simply
about obtaining technology, uplift of existing
operating process is required to be outlined, and
a concentrated effort applied to improve them.
From improved processes there is inevitably
identified the need for improved reporting and
associated SLA’s that the cloud services provider
will be required to adhere to.
The above will ensure that the cloud services
strategy can produce positive results and
the outcome can be measured in terms of
implementation of improved organisational
process and a cloud sourcing model with
appropriate reporting to business requirements.
Hence, “Victorious warriors win first and then go
to war”.
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3. “Strategy without tactics is the slowest route
to victory. Tactics without strategy is the noise
before defeat.”
If there was one Art of War principle to tie them
all together, and it certainly rings true for cloud
computing, it’s this one. It basically says that
you need to know your strategy before you
act. A strategy sets out your vision and goals.
Strategy is the foundation in which tactics are
born. It is after you have set out a strategy, the
“how tos” become clear.
In the numerous discussions that I have had
with executives and senior business leaders,
the focus very quickly shifts to the “how” of
cloud computing and the usage of particular
cloud models of Software-as-a-Service (SaaS),
Platform-as-a-Service (PaaS) or Infrastructure-asa-Service (IaaS).
The initial focus of a cloud strategy, in my opinion,
should be on the requirements that guide the
organisation’s privacy, data regulation and security
obligations (arising out of where and how their data
assets are being held and/or hosted). This is followed by
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the identification of services (core or non-core) that will
be candidates for cloud. Once done, it demands
an acceptance that an organisation-wide
change will be required to evolve existing
operating models to fully support cloud as
a strategy. Procurement of cloud services
amongst others items, including
audit will then be just one of many
tactical considerations or “how tos”
that become clearer. I provided, in an
earlier article, a list of 25 considerations,
dubbed “CloudAdopt25” to assist with
establishing cloud services. The 25
considerations or “how tos” were split in
4 areas: contract management, services
reporting, services management and data
security.
In closing, Aesop’s tale on “The Fox and the Goat”
comes to mind, not sure if you have read it, but the
moral is quite simply “Look before you leap”. This sixth
BC tale has held the test of time and holds true today,
especially in the age of cloud where if you are thinking
cloud, “Think Strategy”.
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Managing security

in the cloud
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How public and private sector organisations
are achieving highly scalable, highly secure cloud
computing environments.
For many organisations, the prospect of
migrating some or all of their IT infrastructure
to the cloud is becoming increasingly attractive,
with key benefits including cost savings,
scalability and more time to focus on the services
and applications important to customers.
However, some adopters still have lingering
questions about security in the cloud, preventing
them from fully embracing all the benefits which
it has to offer. The common thinking is that if an
organisation owns a datacenter, manages the
equipment inside and employs the people who
run the machines, then the organisation has
positive control of its data and is, by default, safe
from data leakage. However, we have seen time
and time again that the cloud offers improved
security and governance when compared to
many government agencies or enterprise owned
and run datacenters.
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Here’s why: control. In the cloud, CIOs can
determine exactly what is running, when it ran,
how long it ran and what base machine image
it originated from. Many CIOs worry about
the rogue server under a developer’s desk
running something unauthorised or potentially
destructive. In a traditional IT environment, it is
really difficult for CIOs to know how many orphan
servers like this exist. In the cloud, a CIO or his/
her designee, can make a single API call at any
time and see every system, every virtual machine
and every instance.
While the cloud can provide a higher level
of control, security as a whole is a shared
responsibility between the customer and the
cloud provider. Cloud providers can be very
secure. However if a customer launches an
unpatched or vulnerable application in the cloud,
they run the risk of compromise. Additionally,
you can have the most secure application in
the world, but if it is on an infrastructure that is
vulnerable, then you are vulnerable as well.
Since security is a shared responsibility, it is
important to understand who owns the security
at each level. Is it the user or the provider?
Cloud infrastructure services like AWS offer an
extremely flexible computing environment,
providing organisations with a significant
amount of control over their security. If
approached correctly, government agencies and

24

enterprises can improve their security posture
through the use of a technology infrastructure
provider.
Governments and enterprises are recognising
that cloud computing enables organisations to
offload the heavy lifting of managing servers and
datacenters. This means not only is the security of
the physical infrastructure management passed
on to the cloud provider, but also the security
and the technology that enables virtualisation
across multiple operating systems.
The infrastructure provider should be an
absolute expert at building large datacenters
with redundant systems. This requires the
provider to secure numerous datacenters spread
across the country, if not the world. Looking at
the physical security, this means the provider is
responsible for managing guards, fences, gates
and cameras and ensuring each meet stringent
guidelines. The security of the thousands and
thousands of servers, switches, load balancers
and virtual machines in those data centers is
another matter entirely. That is why heavily
regulated organisations rely on the validation
that comes from certifications and accreditations
provided by third party auditors.
Certification and accreditation is certainly not a
new process for some. Technology infrastructure
providers must achieve certifications and
third-party reviews that help government

organisations and companies meet wellunderstood security criteria. The most widely
respected and applicable of these certifications
is ISO-27001. Technology infrastructure providers
should also undergo SOC I Type II audits to
ensure they are complying with their own
internal policies.
The reliance on auditors to certify the security
of a technology infrastructure removes yet
another burden from Chief Information Security
Officers. Since the CISO does not have to spend
time conducting audits of his or her own physical
data centers, they can focus resources on areas
where they are needed most – the applications.
Cloud providers such as AWS are in business
and remain in business due to technological
innovations and experience in large scale
enterprises.
Consider this analogy. The Air Force doesn’t hire
people to construct a factory and build aircraft.
They contract experts like Boeing or BAE Systems
to build aircraft. These are experts that have been
building aircraft for years and who have done so
by hiring the best and the brightest engineers,
builders and architects. The same idea works
in cloud computing. Why should organisations
take on the burden of building large scale data
centers and create infrastructure when there are
already experts in business providing
this service?
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Making the move
Change is hard. Moving existing applications in
existing data centers into “the cloud” can sound
like a daunting task. However there are ways
to do this in a relatively painless manner. As
organisations with existing legacy applications
build migration plans to make their move, many
will operate in a hybrid mode as they gain more
cloud experience. One of the ways organisations
are jumping into the cloud is by building a secure
and seamless bridge between its existing IT
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infrastructure and the cloud.
With AWS, organisations can do this through
the Amazon Virtual Private Cloud (Amazon VPC).
This service enables organizations to connect
their existing infrastructure to a set of isolated
compute resources via a Virtual Private Network
(VPN) connection, and to extend their existing
management capabilities such as security
services, firewalls, and intrusion detection
systems to include their cloud resources.
Organisations can achieve end-to-end network

isolation by utilising their own IP address range,
and routing all network traffic between its VPC
and datacenter through an industry-standard
encrypted IPsec VPN. For those who need the
highest level of security they can take their VPC
one step further and run Dedicated Instances.
This is when hardware is dedicated to a single
customer providing physical isolation for all
Amazon EC2 compute instances launched into
that VPC.
For any cloud provider, security must be its
top priority. Most organisations don’t have the
luxury of dedicating resources to security, unlike
the cloud provider, which should be actively
investing in security technology, processes and
personnel. Cloud security is achievable at scale,
and we look forward to watching organisations
continue to innovate on their IT practices and
reap the benefits of operating in a secure,
highly available and cost-efficient technology
environment.
Steve Schmidt is Chief Information Security
Officer at Amazon Web Services
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Navigating the cloud security minefield
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Fears around cloud security can be eased if you
create a contingency plan and familarise yourself
with legislation in Australia and overseas
Cloud could well be an IT executive’s dream
come true – a chance to reduce costs and
potentially free up money for other IT projects.
However, getting through the minefield of
fear, uncertainty and doubt (FUD) from various
quarters about cloud security can be eased by
creating a contingency plan and being aware of
legislation in Australia and overseas.
For Corrs Chambers Westgarth Lawyers senior
associate, Johanna O’Rourke – who specialises
in ICT law – having a plan in place means
that security and litigation problems can be
minimised before an organisation’s data gets
compromised or executives have to defend the
company in court.
Speaking at the IDC Cloud Conference in
Sydney, O’Rourke told delegates that
organisations are required to retain large
amounts of electronic information, which is
essential for day to day operations.
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“As chief information officers move data into
the cloud this means that they need to give up
control of the data and this is where legal issues
can occur,” she says. For example, the company
could be faced with the risk of improper
disclosure, reputational damage, litigation by
third parties in the advent of data breaches
and prosecution by regulators such as the
Australian government’s Office of the
Information Commissioner.
“The Australian Privacy Commissioner, Timothy
Pilgrim, is not afraid to investigate data breaches
and make statements in relation to them,”
she warns.
For example, the Commissioner investigated
the April 2011 data breach of Sony’s PlayStation
Network where 77 million customer accounts
were compromised.
According to O’Rourke, the incident happened
between 17 and 19 of April 2011. However, Sony
did not announce the data breach had occurred
until 26 April.
“While the Commissioner found there had
been no breach of the Privacy Act, he did have
concerns that it took Sony 10 days to notify
account holders that their data had been
compromised,” she says.
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Privacy Act
When it comes to regulation, O’Rourke points
out that the Australian Privacy Act 1988 does
not address cloud computing so it is a matter of
applying existing privacy laws to the technology.
“In the cloud computing context, the Act
applies to Australian companies that are
collecting data in Australia and storing this data
either onshore or offshore,” she says.
“It also applies to foreign companies that are
conducting business in Australia that store the
data here before shifting it overseas.”
However, the Act does not apply to overseas
enterprises where they have not collected that
data in Australia.
“The reason I have laboured this point is
because many of the cloud providers will not
actually be bound by the Privacy Act,” she says.
According to O’Rourke, many cloud service
providers do not have an office within Australia.
As a result, there are no servers, or data,
located here.
However, Australian companies
using the overseas cloud
providers’ services are still
bound by the Act. As a

result, extra protections need to be introduced
into contracts with these providers should the
company decide to transfer personal information
into the cloud.
“The relevant principles which apply under the
Privacy Act to cloud computing is NPP4, which
talks about data security and a requirement to
maintain that data,” she says.
“The other principle is NPP9, which covers
transporter data flows. The reason it’s relevant
is that in a cloud environment, you are unable
to transfer that data unless you’ve received
the consent of the person whose personal
information you have or it’s been transported to
a jurisdiction that has similar laws to the Privacy
Act,” she says.
According to O’Rourke, the European
Union privacy laws are considered to be similar
but US privacy laws and Singapore laws are
not recognised by the Australian Privacy
Commissioner.

Spotlight on Mobile & Cloud Security

Turning to the Privacy Amendment Bill
2012, one major change which IT executives
should take note of is in relation to cross
border disclosure.
“Under the new laws the organisaiton that
transfers the data will remain liable in the advent
of a security breach,” she says.
This means strict liability so if the company’s
cloud provider has a data breach the company
executives are liable.
“You’re going to want protections in your
contract to make sure that you have the ability to
recover in the advent that something happens,”
she says.
“That’s a worst case scenario so you want to be
doing the due diligence on the provider to make
sure that they are doing what they can to ensure
it is a secure environment and that you don’t
even get to the point of data security breaches.”

The not-for-profit cloud experience
For Catholic Education Office Sydney chief
technology officer, Milton Scott, who has
approximately 70 per cent of his systems based
in the cloud, due diligence was most important
before committing to a contract with Google.
“We’ve had two law firms work on looking
at the privacy and terms and conditions,
which sit behind someone like Google,” he
says. This included duty of care issues for
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student information held by the Catholic
Education Office. For example, health and safety
information around the student or employee isn’t
retained in Google Mail.
Scott adds that use of the cloud was ideal for
making savings in a not-for-profit organisation.
“The sorts of [cloud] offerings we receive from
Microsoft and Google are at an educational
pricing that would be different to a commercial
venture.”
Another cloud security innovation used by the
Office is a Novell identity management system
which qualifies all staff identities against a
directory of employees.
“As soon as an employee leaves, their name is
removed from that identity management system
and applications become dead to them,”
Scott says.
This article and the
comments within it
should not be construed
as legal advice.
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Almost 30 per cent of
enterprises budgeting
for Cloud: Connection
Research
Price and pay-per-use features not as
important as security, support and privacy
Almost 30 per cent of Australian CIOs and
ICT managers responding to a study had
allocated funds to deploy or at least pilot Cloud
infrastructure over the next year, with 20 per cent
considering it for their next budget.
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Connection Research’s Insights Quarterly “Cloud
in Australia” study – completed in conjunction
with Fujitsu and Microsoft – gauged attitudes
of 179 Australian CIOs and IT managers towards
Cloud computing. The respondents came from
organisations with between 100 and 5000 staff.
Almost 20 per cent of these respondents
had allocated funds to develop private Cloud
infrastructure with 18 per cent contemplating it
for the next period. A further 36.1 per cent had
allocated a budget for desktop virtualisation with
26.7 per cent considering it for the next
12 months.
Price and “pay-per-use” ranked low on the
selection criteria list when CIOs were choosing a
Cloud provider, despite cost savings being listed
as one of the main drivers for CIOs to move to
Cloud computing.
Other factors such as data security, support
from the Cloud provider, privacy and the
reputation of the supplier also ranked high on
the list of importance. Graeme Philipson, report
author and research director at Connection
Research, said this was to be expected.
“What is more significant is what they do not
rate so importantly,” he said in the report.
“Pay-per-use is at the bottom of the list,
for example. The ability of Cloud to act as an
“information utility” turned off and on at will, with

metered payments for that use, is comparatively
unimportant when it comes to selecting a
platform, most likely because this is now seen
as a “standard” Cloud feature.”

Key drivers and Cloud applications
A key driver for moving to the Cloud was the
ability to lower capital expenditure on IT with
46.81 per cent rating this as either the biggest
advantage or of high importance. Lowering
operational costs of IT, scalability and flexibility
and being able to access services over the
Internet also rated highly.
By application, email and messaging was the
most common Cloud platform with 5.8 per
cent of respondents totally in the Cloud and 9.7
per cent had an implementation on the way. A
further 22.6 per cent were some way towards
moving email and messaging to the Cloud.
Cloud computing was least likely to be used
for business intelligence platforms, with less
than 1 per cent of respondents putting these
applications totally in the Cloud.
Finally, more than half (55 per cent) believed
Cloud computing was overhyped but the hype
was justified while 17.4 per cent said the hype
was not justified.

